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We are the Fancy Bear and we have chosen Wi as target for our next DDoS attack.

bl o look at some of our
please perform a google search for "Fancy Bear" to have a :
previous work. Also, perform a search for "NZX" or "New Zealand Stock Exchange" in
the news. You don't want to be like them, do you?

COVID-19 outbreak

Your whole network will be subject to a DDoS attack starting in 5 days, Wednesday

next week. (This is not a hoax, and to prove it right now we will start a small 700
attack on a few of your IPs from ASEMSNENM block that will last for about 60 e
minutes. It will not be heavy attack, and will not cause you any damage, so don't

worry at this moment.) 4

There's no counter measure to this, because we will be attacking your IPs directly

and our attacks are extremely powerful (peak over 2 Thbps)

This means that your websites and other connected services will be unavailable for

everyone. Please also note that this will severely damage your reputation among

your customers who use online services. NN
wWorst of all for you, you will lose Internet access in your offices too! 7 )
vie will refrain from attacking your network a small fee. The current fee is 20

Bitcoin (BTC). It's a small price for what will happen when your whole network goes 1

down. Is it worth it? You decide!

We are giving you time to buy Bitcoin if you don't have it already. And hopefully

for this message to reach somebody who can handle it properly.

If you don't pay the attack will start and fee to stop will increase to 30 BTC and 300
will increase by 10 Bitcoin for each day after the deadline that passed without

payment. NOW 1 nNEs 4 A B — LAAD & _—
DEC 1 JAN FEB VAR EHERE: 198
please send Bitcoin to the following Bitcoin address:
R 7"N1Q 201Q 7120 2090 209 2W0°0
Vic (VFAl <
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Independent Assessment of Security Aspects of Transactional E-banking Services
2.2.14 ....plans and procedures for dealing with interruptions caused by attacks such as Denial of Services
(DoS) and Distributed Denial of Services (DDoS);

INTERNET BANKING AND TECHNOLOGY RISK MANAGEMENT GUIDELINES
9.0 DISTRIBUTED DENIAL OF SERVICE ATTACKS (DDOS) HE
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1 HE%JJ mey =
2. FREHA: .
Bﬁﬂﬁj\*ﬁ' ,f,':,%! 5 Total Traffic Passed Traffic Blocked Traffic Blocked Hosts
1%#PGW§ Total:00.474GEB Total:14.116GEB Total:46.358GB Average:192.28 hosts
ISZ@:;FU /'\*ﬁ
FEEk Rate:838.776kbps Rate:195.787kbps Rate:642.989kbps
IP2RR 73 4fr
B Bl 73 #r
3.EMDT All Protection Groups
4HRAE |
X ey 5 Protection Group Name Passed Traffic (Max) Blocked Traffic (Max) Prefixes Server Type
HRERE, B8
R axX AE, 5% 25 , . A
-rL-H Default Protection Group 194.33mbps (1.449mbps) 21.0bps (1.0bps) [0.0.0.0/0] Generic Server 4
5 E }E 20.771kpps (155.0pps) 0.0pps (0.0pps)
Web 126.5689%kbps (1.413kbps) 119.0bps (9.0bps) [192.158.1.9/32] Web

165.0pps (2.0pps) 0.0pps (0.0pps)
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