P SEXTA

EERE

EEE 3.0 IRIFIRIEFH

BEASFRERE 3.0 RBEFFME 9 Mk
2023 F 8 RIEF]



¢
o
i
>
em

»
il
=
b

EEREPRETE 3.0 IRFSHR(E T

H#%

L BABIR e 1

2. B REABEE 3.0 ettt s 6
ECTBEAR N oo 6
BEEE TR AZRED oo 7
OTP FEFEREEZEIERRIE oo sssssessssse st sss s sss s ssssees 8

3. FAYAMERIEEEE 3.0 . 9
BABEE 30 BITTTN e 9
B B IR O TIBET B st 13
R A B ETIIBET TR oo 26

4. VAPP BIE .ottt 26
BN VADD oottt sttt sss bbb 27
B L VAP oottt 27
BT LE VAP ittt sttt 29
FEBR VAP ST EEEEBERR oo 30
EEER VAP oot 32
FEIT VADPD BREB oottt sss st st 33
BRIR VAPD BIRER oottt 36
FEBR VAP BREB oottt ssss s sss s sss st st nsnes 37
TITIE VAP EBZS ..ottt 39
TNEL VAP BB ..ottt 48

B VM BT oottt 49
VM TEZEZRRIRIRERIR oo 49
FITIB VM et 50
BLED VIM .ot 54
BRI VIM oottt 54



EEREPRETE 3.0 IRFSHR(E T

10.

11.

BEEZ VM ettt sttt ettt et ne e et e st e neneaen 56
FRITV IMIIEEB e r s s e e e s s s e sese s s s s s sesesssassssssssesenananas 56
BRIEV MIBEIE ettt s et s e esaenaens 58
FEBR VM BREB ..ottt ee e st s s e e e e s e ese s seene 60
MSSQL DBVM BIFBTZFERTI oot s s esse s ses e 62
MSSQL DBVM BBEE TR R RTIA .ot 70
VAV B o - SO 81
B T R T oo eee e e e s e e e e s s e s e e et et ene et e et e et e et s s e e e et ee e aeenns 81
B B B AT ERRT oottt et st ee e 82
NV B R B oot e e et et e e et e e et et ee e ee e ene 85
D R T I B oo e et e et e e s et s e e s ees e e s ee e neeeeeanes 85
B B ettt e et e et et et e e s ae et s s e e e s et et e e s s s e s et et as s s s aesesers s e e s esesernannneeas 85
FT B ettt e e e et ettt e st e et e e e e e ree e 86
N TG ettt ettt et et e et et e s e et esesese s eteseseteseneeatetesenseseseneneanes 88
VIM BBEIIZR ..ot ettt ettt et e e eneseeeeeanes 89
REABERERDOLAEE(VDCNEIWOIK) ..o, 90
b B g S A Y iz SO 91
E R R R T MEES oot e e seene 95
EAQe B ... 99
BHKHGEE INAT FR R oot et et sa e se s e anens 100
DIHECP ettt s et ee et s e et s et etes e e e st eaeseeeteseneaens 101
BB TR oo ettt ettt et e st e e e eaeaeean 102
[PSEC VPN ettt ee e et e e et e e e e e e e s e e ee e eesesaeeeseasaneesaneaen 104
¥R -3 E A M ERE RN POFIE(VDCNetwork) ..o, 109
b e g AR 2= SO OO 110
E A R BRI DI oottt ees s s s eseeen 115

A E R ER OISR DHCP BRFS ..o 118



EEREPRETE 3.0 IRFSHR(E T

12.

13.

14.

15.

16.

FTRR-EAQE BEEE ..ot 123
K HBEL NAT FRRU oot s e e s s e s s s eeneeseessessene 125
B B T TR e e et s st s s s s s e e s eraeean 136
IPSEC VPN .ottt et et e e e e et eseae e esteseaeaeeteesssaeaeesens 142
[ER— : BB AREIT VMBS I e 148
A A D oo s e e e s s s e s e e e e s eeeee s eneeeeeeaeen 148
B B E oot e et s e s et e e e et e et s s s s e eeeee e neanean 148
TE B oo e e e s s e s e e e s s s s s s s s ee e eesereeeaerenes 149
iz R 31} /NS 1 T o -1 SR 155
BB ABE R E ettt ettt e e et e et eeeeene e eeeeneeeeeeen 155
B B E R oo e e e s e s e e e e e e s e e e e s s s s s s s s s s eeaeean 156
B T T et e et s e et s e e e s e e e e ee e s s s s eeeeaennan 156
iy R =y )1 | 2RO 161
I A R e e e s et s e s e s e s e e s eeeee s aeseneeeseeen 161
B B E et e e s e e e e e et e e e et e et et e s s st eeeee e neanean 162
B T B oottt s et et s s e e e s e sesesatan s s e senasannanan 162
B ettt ettt ettt ettt et e et et et ettt eeeeeaenene 174
A. {Windows Server FEZEHEARINZE D ..oooeeeeeeeee s 174
A-L. ABZEZIT(EFS)MIZR oot ee e eee e seeseseseaseeeesasees 174
A-2. BitLocker TNZ2(ZEERL WINAOWS SEIVEr) ..., 181
B. CLinUX BRI 2R R Y oo e s se et se e eaeen 191
C. Windows2008R2 [ELE AR EIEE T ... 194
1. REREEA BIOS - FERIEEMIISO B ..o 197

2. FEREEH ISO Bt - 32 Windows F#EER CMD............. 205

3. WINAOWS B R R E e oottt 221

4, B R BRI B EZE oottt 226



EREPREE

0

3.0 fRAHRIET-T

L CalE
@ =

RFK

EERH



EEREPRETE 3.0 IRFSHR(E T

1. FEIRSR

RESEAIAERE 3.0 1Rk - FERBMU FNPHEDER

SERL.

TEEEARSARZERSZ MR 0809-000809 -« EE A RENS W ST A IRE
S ANER - THER - ERFETENRHEREBREEMNEST -
TREBRIRERAEEZERRE  BFEESE 3.0 RHBRFRAUHE
HMIEEEFPRENRITHE NS -

SER2. RIEFER WIS EN T E:

HENER » ITRBENEE
K KEEE 3.0 RFFIRSR
FEERE(E » EFTIEE
RV Email{5%8 » 58I 30 KA
ZA E%’EL{TIIIEEJ?%%E% )
uﬁi BhOMEER - B Email(3
WLFBE?ELIQ;tJF‘ﬁEJ}E )
s’ s — HIER IR EMG &

SER3. WRIEFEME - RRBIHPRES MU R ES" (—FIZIT[

) IERIRIRFRAER OTP BReE - B 5 0 I B MHAR 30 K - BBER
£ 30 RARKE

FIH



‘ SEXFK

EERH

EEREPRETE 3.0 IRFSHR(E T

SIEXFK

Taiwan Mobile

EE 3.0 MREERUHBZN

BEHNEP grace mF . BB Eaes
KEAREEEIOORYE  LHEFEERS
admin@grace.com VBB AL TSN ES

EHEBNRINENSEEEIOEAEE  ERBIE
BHE3SOREBERH -

presnen: pnesl

UETEMEEB 2 EBEARKRBEST AT HEIL

BA@EH: BREE

DER4. RBRFESMHMAUN" MIEL" REHFEREBRIENREMW NE)

£l
. SEATX EREEE-  MREE-  ZEEE-

E ]

s

] EEHH Rz ZEEERS FREEEA

it
BD

BE / EREEE / E5=30(ComputeCloud Service) / 15%:2E

FEALTRRELMEEERI0EIE (* RUuEiB)

SFBAZRE: 1 mousE
AGAREERE
R =
RHE" BXERAETE 1R FEUEARBH+Email - FEETNE -

F2H



EEREPRETE 3.0 IRFSHR(E T

/4

=

|k

EA TN EEEAMEMal

HRRERARESEN (WA NE)

EASFAERE 3.0 RFR
a2 15:845663 » EAXIER
EMail

2 E 3R RER B mail(n T E)

’ SEAFX

Taiwan Mobile

BEZE3.0 IR THIEA

& o € admin@grace.com ¢
W e W oe 845663 <

SHABRRERSLUR N o BRea i R - Wik M BEZRL" il

$3H



@ oExEx

EERH

o

EREPRETE 3.0 IR RE T

SERS. BRREAT) - BRI MR - I BRRBERERTEE A B
+email BT ARIRIME A AR FHEP

N
L _Eil=!
BRI B mAMEMail
LT aERcEE

BE KB REHEES OfRTS
RS2 T4fSHf6tJ) »

S AR A REMal

BT email REE
o SEXFX

Taiwan Mobile

EEZE3.0 Z 5 mA

& % :  admin@grace.com

#%:  AfSHfeU

£}

s BREABUNETERTBBES -

FAH



BEXFKA
BERH

EEREPRETE 3.0 IRFSHR(E T

ZIUCIRSRFRABCA B EAZER - FERRSERABIIE - O NEA
MREEAICE AR - AEERE AL

. S8XFXK

Taiwan Mobile

FEEE3.0 RERUHEA

HENEFR grace nEg RBLCDFLE
RKFRESEEZ3.0RE  BHNBFERER
admin@grace.com VEEADTEYES

EREENRINERNGEEEIEAZE KRB E
BESOREBERA -

BRSO AH: hRELS

UETBEMERB 7 EBERARKAZERTALT AL

[z rmu waes |

$5H



":m=k%ﬁ

EERH

GEREIREEE 3.0 IRISHEE(E M

2B —REAEEE3.0

BAIRSS - BAE K ERRR S - EAERE 3.0

\ﬁ.txak

(ERARES

EABENTZI0
ongpmion |
m erommeres R

o i EFRRENTE SHALITREE
o ESAENEASE
5] RS RGP RO E B

ASEZE?

o e — ( N

iR - BRERE - BRREFR - SREE - BEES
© 2020 All Rights Reserved. Taiwan Mobile

EE PN
SEEES LAEY > WE EUHEA"

@ SNATABEE

power by vmware

e
A 8- amaE Ry BERAZTE
£ BERT
EEEREERERLT oy

iRSRATE szl

ETERMER > BB BE" > ENE



EEREPRETE 3.0 IRFSHR(E T

@ oEXTA

& RIRE

R
(& ECR TG EEA
Bgam A Bt e
wer ez
Bisg A Email” ]
BALE » BEHE SN GEN o
B
L4 EE 2% A B
BEEARE
EEEA AR > B EEE ARG
@ ARABAEEE B
[ R apaE A
A B5> nen
T EERTE
SEEERNER AR b Bt

PRI =TS

==z

WMAREN > WAMEE > BREOAWEE > ME" BE"

FTH




EEREPRETE 3.0 IRFSHR(E T

Q SEEHS

R

B G EE

OTP EEREEIRERE

roEEE A AR > RE" EIRRE"

@ 5ATx

& RIRE

@ aEAFRERE

power by VImware
& 58> z2meE
BEEERDERAT
RSEETE =2z

(@ IEaps
Ry BB )T

[ maws

[ i

IERREEEREREFEEAKER OTP BilbesE - 785w OTP MaliRED)

REE AR °

£ IR E

SARSEAZETFER OR@®©F

2

F8H



@ =535
EERERMERE 3.0 AT

EAESEE30 BEAHFANE ¢

H81. HTMLS 4 —%E F 2 AR AR

https://iaas3umc.taiwancloud.com.tw/cloudManager

mSE NEA -
®=
&

EAFAEES-FA x  + o - X
https'J‘;’iaas3umc_taiwanclDud.mm.tw/cicudManagerA » 2
SEATRIESE-Z A - https://fiaas3umc.taiwancloud.com.tw/cloudManager/ b3 »

hitps://iaas3umc.taiwancloud.com.tw/cloudianager/ - Google B2

EEEOEFEERLD - https://iaas3umc.taiwancloud.com.tw/cloudManager/dashboard/showDashboard.action

EBATAEEE-EA - hitps://iaas3umc.taiwancloud.com.tw/cloudManager/login/logout.action

T2, LINBEAHE  BARKEHEARZN - %" SA" %Kil

s S Bk
¢ oS AE - -
R =

comomanariin |
ez .

SWALTESIE

o TRE FFHRENE
C FFHENEHASE
m BETRRER RIS

FRARE ? BEHEMA

= - APRET - RREE - RS

d. Taiwan Mobile

HE3. OTP Rt 5ARHE - BEABRET  mFRETRE LR NEH
B - ARG E Email BRREHS



. SEXFK

EERH

EEREFAGEEE 3.0 B R E T

EAETESTRBROTPERES

saAoPETeE BR W

Email BFN&EHI40 &l

IR 5% - admin@pidcp.com
B8 B 457728

RigktsE AT B BRE S EUSEMEREN - LN RENEAE

22 ARFREREIORBE

b5:457728

TER4. BAREDBTCHERE  BISmEAER -

EEREERAS - AAMUWE THARETS , 4EETAEE 2T
o . EIMENISIE A BT VM MR - RESEN - SR
TR IR RIS RE BB -

P BRAEX aumiospEETO pomy

510K



BEXFKA
BERH

EEREPRETE 3.0 IRFSHR(E T

' RERETS

ETERRESIIZETEFA

BUDER
VMware Cloud Director..........
: F—H

B 1 IGLESIGN-ON B A |

-

fEHIRE 2 A pmmiysiAnsxtiONT com

2L -,
R S T

BT TREEl BEEHBVmware Cloud DirectorB AEE » FEEET T#
ESINGLE-SIGN-ON B A iR -

(E:EEEERR ERCHAELBNEEEA HEFEEIFEA)

MEARLHIRUTNEE - 5862 " SIGN IN WITH SINGLE SIGN-ON | -

Welcome to
VMware Cloud Director

You are about [0 sign in to
jimmiytest0i28.com,

EHGM IN WITH USERMAME AND PASSWORD

F11H



. SEXFK

RREH

EEREPRETE 3.0 IRFSHR(E T

Welcome to
VMware Cloud Director

You are about to signin to
jimmytestO28.com.

ﬂ[ SIGH 1N WITH SINGLE - SIGN-DN |

EMBBABEDEE HEENEBNTE  BREABESE
" %48 SINGLE SIGN ON &EA"
AREER NESTEBEEHEA

VMware Cloud Director 82 E

iEE SINGLE SIGN ON 2 M| LIZESTEREESSEA

F12H



@ 5ATx

& RIRE

EEREPRETE 3.0 IRFSHR(E T

EREBDOINEEN 4R

FESEE3ONERBERL - BOLEBEEARE - 2 WIRERNS - REE
ZERA -~ B F IR -

' =1Exgx EEEI0OEREEDRN Shannon ~
Q -

HE &% &FHR  EE R rmata
A BEE-nwEs
Shannonll1l
PR35 % 8 admin@shannonl11l.com EE#E Shannon
L AfrER
[HET] AEASABEREEERN-ENTHERE #EAHE 2021-05-17

?&ﬁﬁﬁ‘]é:‘%jﬁ%ﬁﬁﬁ%@ﬁ : ¥ :
BHERALGNHEEATAETENSIFETE !

AREEEE - E%EWEE?‘WE SRATARETERE0RESILIESE » EehEn
20214 ..

[—EE] VMSA-2021-0002 EMmBE 2021-04-12

1. AEHE | WMwareE R B QS
URL : https://www.vmware.com/security/advisories/VMSA-2021-0002.html
2.9 ..

1. 5B . 8F8o5 HEERER - 1REEDR

2. &5 BT VAPP - fE EHE RS

F13H



P SEXFK

EERH

EEREPRETE 3.0 IRFSHR(E T

A BB Rrman

ey
BIBVAPP | :EEEVAPP N BIZEHIHR EREEHEIR
EEER windows2016-vm01-lalj BB windows2016-001 BB AS Powered On
=3 Microsoft Windows Server P E 192.168.0.1 VMware tools 10.3.10

2016 or later (64-bit)
BrkE 1R Tools status Guest Tools Running
BEER 2= 100GB
AR vm-3741
RAMEE  8GB »
#FENE EMCO03-laaS3sitC1-L13 SCIREHESR 2020-11-10 14:54:16
CPUECE 4% 2.0GHz

o FERRAE
BEERIRAS CPURRAE HERRIRAE
ERER 39% FIeRZEm 61% CPUBH 1% HRRR IR 0 KBps
SEERGEE 0ms BALE 0Oms EEHEE S-S 0KBps
RAMiRAE
EmELE OKBps BABHE 1KBps HEERKE 0%
RAME & 25%
SBEIOPS OR/®  BAIOPS 0 /%

3. IREDHT : $HHBREREMEER - JENHBERVBEERIBA - RRE
HEMRG - EREEMBREHSE @2 THETHHEERSEER
(1) BHEAERLERES
ERH—REEANSIEREERNGTER - EHEERREETEN
—BREBANSIERGEREMB LRI ER - UASEERERBEER
RENEERNTAGERMAE - EE MO AKRE TR " EAPA, - DR
BRI S AIEBFWERENREERE  SIEEURUBAREAZERME
B EHBAEREAMEENERREEERAMNETSE HESER
STRHIETE - AP YERZREA L/TE icon JBMER TR EMABAR
15

F14H



@ oExEx

& RIRE

EEREPRETE 3.0 IRFSHR(E T

£ 2020/06/03 £ 2020/11/05
SNAPSHOT: 0.0% ($0)
VM TEMPLATE: 0.0% ($0)
LOAD BALANCE: 0.0% ($0)
WINDOWSHE#: 4.6% ($425)
EREE: 5.6%(3518)
EEZ: 49.7% (34586)
S@2ER: 40.0%(53691) —

250 500

200 4

150 — 300

100 200

50 100

[ 0
10/12 10/19 10/26 11/02 10/12 10/19 10/26 11/02
EFED szt

S FABEA <)
EE##Z0(VCORE) $0.8/core $192 $192 $192 $192 $192 $192 $192
ERCEAE(VRAM) $0.4/GB $153 $153 $153 $153 $153 $153 $153
ERREER(VDISK) $0.0056/GB $21 $21 $21 $21 $21 $21 $21
Windows###(WIN_LICENSE) $0.73/13 $17 $17 $17 $17 $17 $17 $17
SnapshotB&#(SNAPSHOT) $0.0056/GB $0 $0 $0 S0 $0 S0 S0
Templatef&#(VM_TEMPLATE) $0.0056/GB $0 $0 $0 $0 $0 $0 $0
Load Balancef&#5(LB) $0.4/1P $0 $0 $0 $0 $0 $0 $0
#2858 (NETWORK) $3/GB $0 $0 $0 $0 $0 S0 $0
&5 $383 $383 $383 $383 $383 $383 $383

“EL ERBE RS BEN TS TRUAHEER  TRSEFINNNAE  tHEBEWSE > FRKNSEARSAERRESE
i WRSEAREHKE 0 HEHEB AR - fIMERE(VCORE) A%/ \BiEcores0.85c

(2) BREHAERLERES
SEINBEMAHEE N _SRAER - EFRARNEENERE  Em A2 TEH
BRAR L MRIE1ED) - HAFEHBEEZEANSIEBIEENEMSEE - !

' EEERATRE ABUNB R AR EEN  ERPERARRE A o (EAATRER g R A

= A

o
Hal °

FISH



BEXFKA
BERH

EEREPRETE 3.0 IRFSHR(E T

(3) BHEEABAIER

UEThEERs " e ARRAN  ReSRi I AEB L ARER - AIBEAEH - SHMA
—RERVEBRAAEGERLEEZBANERKE & (con)BTBRBERMR
ERAN VM & - EREHZREBNAIRBEGEE - A LA EE]
B®BG - EEESHR—HABEMESKER(con) - AIEMAEANEE
N ERRARE - EPaerERERAZ/N\BHNREKE - KBNE
Elix Az \RRBEKE - WRESEWEIREEZ/NRTEBURELAZ
7 -

MREEHT > s R Emmaes

2020/11 oleo
=] = = = kil ~

1 B3 2 3|3 _Qa 4 _Qa 5 43 6 3|7 43
8 H3 o GS@ &3 - [ - (12 - 13 - [14 -
15 J- |16 Bl |17 - 18 J- |19 - 20 BJl- |2 o
22 J- |23 - |24 J- 25 J- 26 Ld- |27 J- |28 Bl

29 - 30 - - G- - - -

- - - - - - -
HREARGREGEE  RESEDRESKIRESE EEEBEHE(E11/9) $3447 ¢
HEEREREEE S 11490 7T

F16H



@ suxEx

EERH

BREAREREE 3.0 FRAEIRIETF

i£2020/11/9 fEF3RA4RACER

) vCore#t10#% | vRam3t16GB | vDisk#£160GB | snapshott0GB
: $8 $6 $1 $0
E3
2:00 | Windows OSIZH#EH1E LB IPE0fE | 48R&13%iL0GB | template30GB
$1 $0 $0 $0
vCoret10#% | vRam#£16GB | vDisk#160GB | snapshot$t0GB
200 | 93 LJo
_ $8 $6 $1 $0
2:00 | Windows OS#Ef#t1E | LBIPHOfE |48#{F#H0GB | template3t0GB
$1 $0 $0 $0
) vCore#t10#% | vRam3t16GB | vDisk3£160GB | snapshot3t0GB
200 43 Lo
$8 $6 $1 $0
E3
2:00 | Windows OS#EH#st1E LB IPE0fE | 48R&{E%i:L0GB | templatet0GB
$1 $0 $0 $0
vCoret10#% | vRam#£16GB | vDisk3t160GB | snapshot3t0GB
200 | 93 LJo
38 $6 $1 $0
=
4:00 | Windows OSiZ##t1E | LBIPHOME |482EEHI0GB | template3£0GB
$1 $0 $0 $0
vCoret10#% | vRam#£16GB | vDisk#160GB | snapshot£0GB
200 | I3 LJo
' $8 $6 $1 $0
k3
5:00 | Windows OS##i#t1E | LBIPHOE |48{F%0GB | template3t0GB
$1 $0 $0 $0
vCore#t10#% | vRam3t16GB | vDisk#£160GB | snapshot3£0GB
3 do
$8 $6 $1 $0

£

4) FEERSERE

ICTIBE R P RRIRESEINEE - BERMEHARES
PRRREEMERR - 21322 E-Mail BH -

REEMEED B —2 "BRKRERGARZVER . EE2FEMFH

RRRESHRESHNSERKEEMKE  —BBBMZREEN - »—EZ2
"EEEANEEMKER  BIENZVEER ) BERIINEEEA -

ox}

- BYREEEAR

FITH



@ suxEx
EERH

BEREFREE

tﬂ%

3.0 fRAHRIET-T

IREB O -mEms R s

LI WERALBELLYY) $3447 =
) REZAFKRESE $11490 7T
L IRBEERE D &EEATE
FIERE & EIN4E saxprog Empga
SAREAGARS LS8 BAR 2000 $ EEEER
IEzesEn2 O em ma% 1000 $
E-Mail 51 antonychen@taiwanmobile.com =

(5) B8R VM ERKHES

IEThEE R AR PEMZIRRE FEE VM ERRNERKBE - EERRBE
82 VM B KEENINERE - SEEARERUEm(Ee) ik -

ofzfZ VM E BNEERBEKKESR - 8280 VM 2EBULE/NE

5 OlEGARES VM IR E M INEE

IEEEDH > AVMEEmEs it

O fERAR

20204118 VMEiE VAPP& 8 Private IP  {E¥R& fERRE
4) centos7.7-vm2 (7 vApp_linux 192.16802  CentOS 7 (64-bit) 8K 0/ 05 ©

centos7.7 testvm (7 VApp_test 192.168.0.3 CentOS 7 (64-bit) 8K /B0 O

windows2016-vm01(Z  vApp_system_1  192.168.0.1 Microsoft Windows Server 8% 0/\&§ 03 ©
2016 or later (64-bit)

* EARHE VMBI RIS > REABHTLARAEHRUERS

= VMRS ERACE

VM% #8:centos7.7-vm2 20205118 HBa# 8K 0/)\&F 04
FELARSRE LERESRY HweE BE

2020-11-02 00:00:00 2020-11-10 00:00:00 F  8XR0/\E 07

F18H



@ oExEx
EERH

EEREFAGEEE 3.0 B R E T

(6) A48 Edge FRAMREE

SEMRIRE VAP R TN S 2 A3 — (B4 Edge - £ VCD #2118 VM

—RIER T S 1E2EELRE Edge 1T Internet ARG EIB? . 435S
B@mztE(REH) - 28 ESEHE Edge #9Mout bound)RERBETEEFTE
AL {E - ILIREAFEASE RIS ERE Edge FTEERRE © I

B3R R B AR B LUK S HEE B 48RS Edge FRNMIEMNZEE VM -

IEEE NI >5 P @%EdgeBRmESH

O EdgefEfATiE

20204118
IS 4BigEdgeR#E | iimmytest1006-com-EDGE

Edge/MEVM B8 (FE) Z B1p#485 2 (out bound): 0 GB
centos7.7 testvm @
centos7.7-vm2 @

windows2016-vm01 &

it W (GB)

4 5 6 [ 8
BEE®

* EEEEdge N RVMB BER A BRSNS HEE ) IRRBAEZARNRIMESREER

Edge/ ZVMEH

VMZ 8 centos7.7 testvm
E¥ER4 CentOS 7 (64-bit)
Private IP 192.168.0.3

FriZedge jimmytest1006-com-EDGE

g iZDFH}f'"ﬁT* KA G P 52 48 H Edge L’l‘%FAFH}f'—nﬁ‘KE’JZ%E%*% AR A
PEERS M VM B HAICRIE) B &R - A gy ANE

F19H



‘ BEXFKA
LREH

EEREFAGEEE 3.0 B R E T

4, B RESREEN - FA - BRMABRIEEERERNE - HEHRES
Lok -
LETHBE O] LB YA VAPP P28 VM - B OILUEREE VM 1§ 212
oAy THREEE L VM - RERERS " FREEEE ) VM EEREN R
MEP T EE VAPP -
(1) BEEZENAES
(F B5i - mrmmome

o EhE

EEZVAPP | vApp_admin_4 = |

ERERLE EETRARRRE vmware tools BEBNEREE BEiERES ERHEERA

T e 7 S ™ IR

fEEsE EERE

(2) BERAIRE
MAEZERRRATE
(AERNEZERN VM » SRR AR ELEH B E RN A DL
B)EZEBRAFET S REISEBNIARAE 5 NiE - IRETERER -
SR EZEENEZERAERVIICHIEEEZREE
(OFEMXEIERIFEETRRA 20 0iE - WEIKAFPEKREXL
D)EEXRELBNRMNERFROZVEN - ARTINUZEDE - 8]
WEILESAZ R LEA
PIE THBEIERA L RETME - EH EEEIRE - WHIERERXF
g TEED , BIRAEZETAREER  EERISSSERTEENETRES
LB - VM MMABEZREEHIR TRE i‘““EF‘ﬁ?ﬂ?ﬂ““J ®il - RS %—HK

* VM ERCE B MR AR T Ry > BRI G R HEAGHE > AR th G REaR

F20H



@ suxEx

EERH

EEREPRETE 3.0 IRFSHR(E T

uly
arm

EL O EMESEZMRERNSEENENSERRNELEN

H B ernaas

7

%

o iR
IEIZVAPP | vApp_admin_3 s
AR
ERTHREE ERINADER EsisiR A R

HABEERAEE > SMEL LA TINARN HE

w
o
=
bt
]

oo

INARREYEEHEERR A

EEVM T

centos? 7 testvm

mimeimsE

CPUER=

Eeya= e Ll

i 10 %

RERNERERAEEE 5 | SERRENR
EEESESE 20  SEEsRErs

STEASENETEBIR

;| -

AUy
{0y

R NS

&

F21H



SRARX
BB KT AEEE 3.0 [RISIREFT
@ sExsX —
a -

HR RED 323

d B mmmaase
o R

EIZVAPP  vApp_test E

MIAFE
EREHNEE ER A EREE EEER

centos7.7 testvm vm-3759 CPUfERE /N 10% _

B LLS BREERHME

[ EBIREEE IR

VMEH: centos7.7 testvm SEIFIER: CPUERE

RITTRAVACER

8

SRR

2020-10-19 2020-10-19 | CPUEERSE/NR10%
17:21:22 17:26:20

E9th

10-19
17:25

(3) EEBHEHHEI

I VAPP ~ BEIEIRRI(VM) KB I H BB IR ERI% R - ol Hz BRAI =
Al

O B mmmmnanman

L EEEAEs

EEVAPP EEEN

sEENas
vApp_admin_4 = windows2016-cht =

:| 20200914 B meas |

HE 0 FEEEN S

SR ERfEIREY EHAE

BRAAS HEAE
HARSEENRS

F22H



@ suxEx

EERH

EEREPRETE 3.0 IRFSHR(E T

(4) BRMAERTE
MARPBIAE - AREZEZENBERHESA VM REBMAE - I
BEEBURMERFINAE -

P et mmaany

EEAAS
IAZRE
kS Email FiE i
m shannonhuang@taiwanmobile.com 0935938979 -
vincent vincentcheng@taiwanmobile.com 0935938979

(5) R mERREEE
IETIBED R E S WA R EMNEIRKEEZRA - JUEHEHE 30 HARR

EEHR -

O Sl - mum sy

O BT Emme | SEE8 Lt REE= o EAmE | 08@E

BUBARRE R = MRS R (out bound) KApEER=(out bound): 0 GB

EABSRENERESERRE GB
IERERSEREEM 1 GB &M
Fizal 1 HSRTEE 5 | %BEdEE

HEIRET | shannon

i WCE)

5. BRE : REEFEFIRME
() EMRIEOIRE 2 EFIRIE
EFaEHE  BXRREEEEFEaNmSEIR - ofERARRRKFAES
METR  WHEAEHETHERENZBEIE  BEEXRBESEEARTSE
piicimu g
CONSOLE % : o8 RAEREFEBANEIR - BEREETEREIRN
#=0f console ##F - BRY console #F ZNE B T{FulfeE HIRERA
EWHEZRANE - BREAEEABTEEEDD -

F23H




@ =335
AEKEFREAE 3.0 RHHEFM

() IRSE AR -
BRI

fEog - MBR® - BAR - BUATIRSRAEIR - LIT Rt E

M ETATHER

#R##1E % shannon1111.com

Hig
FIRSRBIE HHEALE 58 AEmail

BEAFH AGER REEHRRE
test0504 test0504

etet51226@gmail.com 0925938979  CONSOLEEM#E IEETE

test050402 test050402 shannonhuang@taiwanmobile.ccom | 0935938979 | EEAEEE

BEERRA BRI

B)FIRFEARSTEHES VCD EFAFEAENH -

META

R T WA TR

CHREEFE

ETREAEES I ZEEETS
BER

VMware Cloud Director..........

. T—SW

HIEs & A pmmySnsxti07 com

T TREl BEdRvmware Cloud DirectorS AEE » BEERT T
FESINGLE-SIGN-ON A 1248 -

(FE:-EEEEEE FREAESLBNEESE A HRgEEgEA)

S TIRSEANRE MR 2 BRI A& o] DAMIER

F24H



. SEXFK

RREH

EEREPRETE 3.0 IRFSHR(E T

saahiE " SIGN IN WITH SINGLE SIGN-ON |

Welcome to
VMware Cloud Director

You are about 1o sign in to
jimmiytest0i28.com,

[ EHGM IN WITH USERMAME AND PASSWORD

Welcome to
VMware Cloud Director

You are about o sgnin o
immytest0128.com.

] €L SIGH IN WITH SINGLE SIGN-ON |

A FIRFVGAERBREZZEFERE - SERBWEAR - FIRSENS
=H

(S)FIRSFEBHBMAERMKEE - ERFIBU N SNEREE "BA
EREEERL>RE>EFEFIRMRE> A L - S FIRRERE KLk
REEERLBABEMNEE "EER , i - BISEERRGREMRL
A -

F25H



@ 5ATx

& RIRE

Yﬂ%

EEREPRETE 3.0 IRFSHR(E T

EXEBHENENA
HETNBEEEREAR AR EEEIA

vm VMware Cloud Director BB

admin
Tenant Admin

Big TP EARL EEAER
@ a1 & A O EEERDL: 1 & BEEE o &2 vApp: O CPU: OMHz  m ifERe oMB B HEZR 18GB

O taiwanmobile.com-VDC
® taiwanmobile.com, © 192.168.30.137

fEmER CPU L #EE
1
i 0 MHz OMB 18 GB
0t
ninEhang e e BT
FRHIRE BRE10062 ERE98T2
1. ERl  BE CPU -~ s2iEfe - REEERERE
2. FERREI ;30 - sAE vApp ©
3. #230E : Bt vApp A - OJEHE ISO BE
4, & JBERABEEERTAR
5. BEEfRzs oI ERTIE4ACE: - SSH4CE: -
6. xxxx.com-VDC : &2 N Ao UERZHLE VDC - BhEEPIE R AR ERE
/"i o

4.vApp BIE

F26H




EXEh vApp

FRER - 2% vApp FEARBRERNIBERKSRERFER -

BRI AEESE 3.0 RIERETM

1. Z—MERER -

2. £ N HEERT R TEREAER

3. RhE vApp £ N REEE - RRENRRER -

vm

ERERRE

EHEEAR

1 Bl

B -

Demo

A
wAEE

EERIERRR

cPU

3 #iE -

S o | MRS

CREEE]

HEEE]
BEE
il B
T &

BB iAE
2EREE
HA

RIRE

iR
FrEdEE
EEER

VMware Cloud Director

big 3

EhE A mIER

7 FeFoaa2:29

y SR
14
e
=1

@ oExEx

& RIRE

PHEEEE =

{1k vApp

21k vApp - Ei% vApp TATA E B2 EIREIR -

F27TH

RO LUTE vVApp ABBETIEE @ F1E vVApp SR ERHRAEIREIE -



@ oExEx

& RIRE

EEREPRETE 3.0 IRFSHR(E T

0

SESRIEHE | MEBIED VApD ¢
1. - TERRES -
2. EFHEED B TESERERS -

3. 5 vApp £ T EENE - A EBEEERE -

vm VMware Cloud Director

=i FE
SHikE = ' HIEHE  HETE B . 4
- 4 BEEE @7
1 EmmE L © A MRE
il
P &L
Demo  E2F)
DR E;
1EF
By 7 P22
BAE
ExE A
EESE  aEmex
1 £ I 2=
: @
0 BEITIRED y =iy
4 1
]
B8 A
3 EhiE ~ TR i =l
I EE I
4, Z—THEE -

F28H



@ oExEx

EERH

EEREPRETE 3.0 IRFSHR(E T

BZMEER

B Demo_Vapp RISER? It vApp PRSI SHAER -

| 041 ‘

1k vApp
AT LE vApp - WU R EATIVA -
SERIFH © vADp TATIREE -

1 - TERES -

2. ETHEED . B TRREREL -

3. BN vApp £ FAENE - SAEREVEL -

F29H



@ oExEx

& RIRE

EEREPREEE 3.0 RGBT

vm ‘VMweare Cloud Director

EHRERER EE R

SikftE =
1 B R

| ~

Demo

CRIREE]

A
BIH
AEE

RERIREAR

CPU

3 EnfE ~

HIZEEZ HEfE 2
HEEIR

FiE
E&
ik

T A A AR

7 FF0412:29

ERAE R
BEHAE
HA

o

sEarteis

B %y@

WE
FriE EE e e aR
RS =
MBEEER

¥R vApp RIE RS

RO AR IR vApp PRIE BEEES -

ORI - WA ERKRERER -

1. ®—MERER -

2. ®EFHEEREP - B TEREES -

3. RhEE vApp £ N EENE - AREBEEMER -

F30H



@ oExEx

EERH

AT AIEETE 3.0 RS IET T

VMware Cloud Director = L==ThY ERE
gt 2
% EE
SHE il ki - I HIZWHE HEfE 2N
RRERTEHEFEL]
1 EE Rt 38
I8 R
win20
CHEE R
£ ES
i3
#HH @
EERnd:S SEHAE 7
mEE
VAP
EEFS arver 2.
Tt VMRC
#
i BITIRER
4
B=
3 g~ 1A ERE
iF igRe

4. ZHEAMBRERAER - EERIFMER -

iz

MR BB S . SRR SR SRR EROSHER - IHEREEE
E .

fBIEE "win2016, ?

F31H



@ oExEx

& RIRE

EREFFBIERAEGEE - RINEE) - B vApp NERER AT EENIT -
ToRIGRE . SRENRRY vVApp « 1 E R RUE R EREIR

1. #—MEAEXN -

2. EFHEERF - TERERELN -

3. FHE vApp £ T AENME - REBENER -

wvm YVMware Cloud Director

SiE = EERE  BERE SN
TEEEE pmEE
1 EEmEE T A
s

Y

g v it

Demo  E8F

EEaE;
HE
B 7 F04:12:29
EEE
B 3iE A
BERRE  aEmas
1 TES
o o &
cpU UK ¥ /I
4 14
W=
BTIE et
BE - FrigEns =)
BREES

F32H



@ oExEx

& RIRE

EEREPREEE 3.0 RGBT

#2211 vApp RER

VApp FREEREERARER - IHERRE - BRI vApp AFFBERIKSRERER
FRIRER

1. #—MEAEXN -

2. EFHEERF - TERERELN -

3. BhE vApp £ NAEENE - AEREIRIIRER -

vm VMware Cloud Director

EiREAR iR

BERE £ HIEHE  HRRE =4
HEEE
1 @EmEr  TL ¢ ERmAmESR
=
#i v Bl

Demo  mEsm|

ERRE:
ey
B 7 FF0412:29 L}
wmEE
E3AEA
BERE  aEmax
1 z:12
H#A *
L . =
cpU 4 #Zireig - P
4 14
W=
18 SR
Sefr | mma H#
T E=T

4. KBEHFEK - TEENEIRA:

iN|

A. B VApp KBS RIBAREBIRA VApp foiBieiR e - BiriRE

\

F33H



@ oExEx

EERH

EEREFAGEEE 3.0 B R E T

B. FLERBIERZM  #5HE VMware Tools T ERE R F L EHRFHA

MIERZM - FFEAA I LIS HBERNEEERNE R IBEE PRIRER

B BRI SR EREERA - REERN—EETAY - B2

il

B8 - (VM TEZL % VMware Tools)

EESSHE - BRI

FEIIHRER

ZU vApp RE? BRI vApp hEERRMOEMIRARE -

1 vApp MBI »

miruREzas @ ez P
VMware Tools)

BIUSeRE - IJRFAER - B—Ar - EAl L - ERRIEERE -

F34H



BT AIERIEE 3.0 R ERIE T

vm “mMware Cloud Director

ERERES EHSE

BHI

FE R

SEATA
& RIRE

=

Emichiog Mt R B
1 B EAR BEM 5 = WRAENRR
HiE -
Demo_Wapp
CHEE S
1A i F |
o3 2020,/M1,27 FeF04:12:28
o EoE admin
EHEE =8
1 EEERTiES
i = o &
(=10 TR ATt s
4 BEGED  ECE 10
fh
W{E - #EL B 2

ARG EE

vm VMware Cloud Directer

=2 ERE

fraining-vdc

«

| v
wApp
51 23
R R

@ W v
2
Fdge
s

B #FE v
e
FTFERA

Fi# vhpp > Deme_Vapp

b Demo_Vapp  mn -

w s
EREE T
Rt S LHIE R E4: 4 Dama_vapp
it HES 3] ERNES
Fioi) #i Dama
B BHT trainingyoc
A adnin
E-q
i3] 2020012501 FeF05:28:37
i H
ot
ERE
T ~ #R
B HTHE TR R R BN -

-

F35H




@ 5ATx

& RIRE

EEREPRETE 3.0 IRFSHR(E T

EIR vApp E1RER
ROl LA vApp RVFR B E ks 2R 2 E 17 vApp REBRAERKIRE -
SERIEHE - vApp BIRER -

1. &—TRERESR -

2. # hREED . Z-TEHREREX -

3. FE VvApp £ TN HENME - RRENERERR -

vm hhware Cloud Director Bt R

ERERRS  EhEE

EER X | - EEHE gk =W o
BRAEE
1 BERER FLE < i f= oy

=i

| - By F

Demo, o

EmEm;

A

s i 17 F 041220

Ba

P— EHHA

. BERAS i
HH

2 &

CPU BirEas ' L

4 RS 10
#RsbRb o
HEEREE

WiE - iR -
E S

4. ZBRFZER vApp PRAESRIBIVEREER - ERRILEE -

F36H



EEREPRETE 3.0 IRFSHR(E T

ERzhE

ERERI vApp PRASEENEREE .

BEE Demo_Vapp FIMREE?

B IR vApp REE

WA PAE vApp RRYRERIBER -
SR - vVApp BREIIBIRER -
1. #—TMERER -

2. EFHEERF  H—-TERERRELN -

3. RhE vApp £ NAEENE - AEREIIBRRER -

F37TH

L CalE
@ ="

RFK

EERH




BT AIERIEE 3.0 R ERIE T

@ oExEx

& RIRE

vm Mware Cloud Director EHElh R RBE e

ESERES  Eanas
stER & HREE
BEEE
1EERER

i

DEMO. g

ERmE;

aEm

ikt

HEE

cage EHEA

: BEEEE
Eag:|

i

CRL EyrhEE

4 e
R
B NS

B s
HMZ A

| ERHE SRR W T

< MENANER

17 FeFO41d28

EfEE

il
1)

B

F38H



@ oExEx

EERH

EEREFAGEEE 3.0 B R E T

574 vApp #i4
- BB &R

BAR VM ERFEFMEZEREH > BF > TR > BEAER -

<4
~ 3
i > >
.| b =
VAP
- BEEE
[ o S 408
FEEERE 1 [EEEEEsE EEEEETIES > HEER sy
2 ek 5/
v 54 RS SR &
s £
Edge
F2lE
B gEE g
B
v BITHETE
i s VA
NEEE SEENIER
ity gaEES

2. ROEENE > B2 > RLERE -

\%

F39H



’ SEXFK

EERH

GEREIREEE 3.0 IRISHEE(E M

i & . EEEmsss

vApp
Siiies SEE
g e =
MR 3 =5 ’ sprEmes
B >
® Wi 1
"
- o e >
==
i 2 | 2F EASE
- P L
= e v - =TT
S — 044712
szEE e :
bit})
@ BE < @
—Hi EHERIE f&
FEEEH =123 =
sm
1 {E w EHER
Kubemetes EEI

nﬂﬁﬁzg —* B% Hﬁm\ % r%“ llﬁiég 1°

EEEER
EE=EH FETEELECEED
B 2023210/26 TF04:47:12
EE= admin
vADD CentDS_Temp
e+ CentDS 7 (64-bit)
B = o)
CPL EE=E TERE —‘EF‘
2 JMGED 4GB
BHE
#{E w SaER

. BENIC > #RiE

ZB40H



@ oExEx

EERH

@ test BuEE i v
CHEER
—

*E NIC NIC 2Es HENER B IP#3% 1P izt 58P firit

S —

- VMXNET3 churyu-com-N EE-IPEE 19216802

EEEsasE]
EiEhs
mEER

E

i
3

i

o
oo

5. BUHCEMNDE >PEIEHE "], > #F -

i

BE ‘ i

6. £ VvAPP BE - REMIE VAPP - LUZ T —EZ=RIFTE A vApp - 1 {8

vApp FRITEL 1 8 VM - 52704 & 1 [@LL ERY VM -

o

i R o VADD

Ty ala]

EEERE

| | %E;Euﬂ.l:ll:r}j I |
Edge

FA1H

1Bl NIC

£

4588 MtestVM | &Y NIC X
I @ FHEFRET NG BB -
F k]
NIC FE NIC Biig SRR e Pt P 3 &) S5
: [ ooee
>



@ oExEx

GEATAERIE 3.0 R T
7. WA VAPP T RiE . BB TR -

#TIB VAPP %

ZE

iR

HEEE

ERES &R e

8. BIEINE >HEE > FhE "I, MB—EIEHEEE -

ww VMware Cloud Director

“«

[y AEEAE =

ﬁﬂﬁfvtﬁfgﬁji giﬁ i HEE

=5
[

;]H }

FREED :  TWMTemplates-Prod-_ 43 %

i € 5

\"4
=
mi
A

9. MAHE &AM,

FA42H



@ oExEx

EERH

EEREPRETE 3.0 IRFSHR(E T

F=AVA=Fd X
BEEH®E

1

2 FHRT vApp EIFFHEEETRA

Ed
A

)
ERERTFERA LREHE (@ ]

—_EARVMITE
1 ZEHREIUEE - SHHBAR VM EHF >EE "8, =5 TER,

NELIEE A -

VMware Cloud Director FHRP

#HE chunyu.com

55 . EEKS

SHRE 28

&
s
Edge
s
hd
bit)
e v @
i
—g e
%
g A= &=
R

Kubemetes FEl

2. MEEIEROM VAPP > T—25 - S EEEEREIZH vApp -

v

FA3H



EEREPRETE 3.0 IRFSHR(E T

£8 bt R =k ] EEEE WEE

VMTerminal CHEEZEE Ed admin

TempT cHREE Z o system
oA = a admin

3. REFE[RAIEE standard-policy-XXX > F—% -

IEEEHEREES test

| 1 EZEEaiH vApp P -
2 =
CiE SHEE- test
BEsHERETERA - standard-policy-Co2 +

=8 @ oy

standard-policy-C02

2]

Hard disk 1

£Z NIC NIC

‘ SEXFK

EERH

B

2022/

2022/9/29 71

2022f11/8 £

3

-3@ %3 Evipp

ES

=

1 ESFEER A1

BEs gsnEr | o P s P st MAC
_E
o e [ VMXNE ] = 00

FA4H




EEREPRETE 3.0 IRFSHR(E T

B

=

=
7T

e

B RS test Focl

E

£l

BEE
ERERPH
HiTRRBEE
BTERERNE
==t
STERRNE
#=E-0
ERES

RFK

EERH

(=%
="

Centas_Temp

admin
chunyu-C2-com-VDC
o

2022/11/8 £5936
o®

2022/11/8 £5936

=450 test
EREERE Cent0S 7 (64-bit)
BEERR standard-policy-C02

4 BEEESHED 55 iaas3uat taiwancloud.comtw | #BE: chunyu.com
«
RhE v VApp
VApD
. SHTF =8 El

EEREE

iEHECes Sl 3 EEEEREN EBIf o x EBRRAEHES
o ®5 v  wEw

e

CentOS_ T
Erign entOS_Temp
=21 FEFEETECRED
2022/11/08 L 09:16:52

B BFE - admin

EEiE ==

EFERI

o &
& BE £EE =B
> 4GB
—&
BE
HaEEH
EE w EHER
==

Kubemetes FEEI

BEENF>BUSA -

Z4A5H



@

{ FFEEEEsTL 155 iaas3uattaiwancloud.comitw | 2E=: chunyu.com
&

i 38 v Vi =5 >

vADP EFESR

g: = 3

EEEE - R # =l

TBLiE3EE] 3 F= = ox EBRFNERE
2 ®is - s BE

g a

Edge BEREE

S =FE Y T

08 HF08:16:59
B2 g5E &ig »
W
REs® 3 [ moes L
sEEE =
@

20 N E =B
& = & gEgs )

—_F

B s
chiEER
#{E EEER
7 1 i

BEZAIZUEN TeAEER" - /EER] -

=

E o

he

SEXFK

EERH

EERMFHEERRIA - %

FEZHEE CentOS_Temp s¢
ik vapp FEZES
B *
@ LERErEspTaES
%8
53

546




@ oExEx

& RIRE

EEREPRETE 3.0 IRFSHR(E T

oA

8. RULHT B - BIEINE>VvApp BARZE R B M vApp

vmw VMware Cloud Director

[y FSENE o
g EI VAPP FHEEEHNERZ EREZ BEE EFER ik TE
A= VDCEE = ~ e Lt B @ B8 HiEm
EEEEM
CentDS7.7-V2 W2 relzase note - 1 update open-vm-tools (2022/9 EEEEE = [ TWM-Templates-Prod- 2R
B

1

[ BEES ool SRR CRBRER 2 | oT=mes =

FATH



@ 5ATx
& RIRE

EBAEAAFE 3.0 IRFFHEIETT
& vApp Ei&

AEFRESELEUNIEY -  ARPYBTK NIDRIEE NEEFMEZE
BEREAE -

REEE LA TREIE, -
PEEEAIM "VApp EA, -
TR NER vVApp R -
RLEETRE -

> W

E:E *+ =W HE B2xg @ | =58 BEED ESEE

cHEEE = 0 testons =

5. ®hEREE

T= vApp EE P
=E
&= 25 (0VA)
RESSERRS
B D §IMAC fuit - BESSRURTORFERTERY ) SRELERT

FA8H



¢
o
i
>
em

»
il
=
b

EEREPRETE 3.0 IRFSHR(E T

5.VM &I
VM {EE AR MIRIRRAA

Windows Rz E 4 UTC+8 &1b - NTP falfR88 % time.windows.com -
Linux FEERFE S UTC+8 G516 - NTP EliRZ A% OS AR EME - EEMK
FORTHELEG E B R NTP #2055 -

VM FEs L2 M E % - Windows VM FaE& BRI A = 2 4R R B AR
KABINEE - MR E KT oK BRI AR E Windows Update B2 ERRET R4
EH - M Linux VM RIZZRU selinux &2 iptables IR A AR EEL S
- BEMRIE VM FEERRLE Y BIEZESHES VM EERAAIRRE
ALz UiEmFEM - BT VM IEEZ# - 2FEESEEEE THE - B
EREREESEZVIKEINEERTE @ 88 VM FHREKRHEE 22 2H -

VM EERARIRMEARZZMIEmXHE2RE  LINEGLIER A hRE)
Windows Security baseline :
https://docs.microsoft.com/en-us/windows/security/threat-

protection/windows-security-baselines
CentOS OS Protection:
https://wiki.centos.org/HowTos/OS_Protection
Ubuntu Security Guide:

https://ubuntu.com/security/certifications/docs/usg
Rocky Linux Security

https://docs.rockylinux.org/quides/security/learning_selinux/
Oracle Linux Security

https://linux.oracle.com/security/

FA9H



@ oExEx

& RIRE

EEREPRETE 3.0 IRFSHR(E T

MERAEXNSERKESIEZ vApp BENFIEEH  SEIJLIEEI VM
name ~ EIRIAES - @YIHER - #AZE - B vApp ~ 1FE &4 - CPU ~ =& ~
iR MBEEN - Z NAEME - aRITHIE - MITELL - FLIE - B #E
ISO 5108

vm hware Cloud Director = 2 =S ERREX BEE

ERERRS EHES

B ER £H EEHE  AEdER: S Am J
IEEREE BRE 5« ERRERESR
i B
Wwin216
EWRMEH
HAH et 111
-ardi 2020M11/27 FeF0402:57
HEH atimin
vApp Deama_Yapp D\’
fESRE S Microsoft Wincows Server .
) =] i e
CRLU FHEE ALt sl
4 22 GED &GEB
=
L ki REE AR

#HiE VM

1. HEERERN -
2. B—NEBHES -

3. RHEMIBESIEES -

F50H



@ oExEx

EERH

AT AIEETE 3.0 RS IET T

VMware Cloud Director

EHEREAER EIRTER

SHITE =4 HIZHE BPERE BURY
ARGl CEIE & <« EhEmEWESR

win2016

CHEER
A HAFIH
ERTA 2020/1/27 T40412:37
wHEE admin
vADpD Demo_Yapp
ji==£ 37 Microseft Windows Server 2.
CpuU REE B =i e
4 88 GBY 8GB
wE
e ~ wdER

4. EBERESRERDL & VM B EERERFLE -

SEHNEEEESR PN X

MELSTEE PRI vApp MEIRER P -

&l i REER Y Eil

° training-wdc R RE T training
E1-1EEAPw #1E

ol

5. MAVMZBHEABKEHE (EMNBEREEIRHFITNETS - A8
REYF ) FHEEREHES  RRERERJKRERKIE

F51H



SEATAE

7.

@ =8xEx
/4/4,=|—_‘, EERE
HE 3.0 AR IR T
RIS BT RS
=1 ¥YMDemo
R ¢ VYMDemo
EoLE]
mE #ig
O et
BRES
LERIN
11 vApp B =5 [ EHE REE
win2016 Win2016 twm-template Microsoft Windows Server 2016 or later (64-bit) cpu 4 Ea VED-StoragePc
A R GB
| Eag 1
BB A/ AN FE S =T f= = = BB
FETAFKRNEBR  SEEEPHNERE RERRABZE - M
see =T 42 =
EEEFERNBRETERA
gl fo
#ax
£ vApp &8 EE] v R Bk FHE HEE
© w20 Win2me twm-tamplate  Microsart Windaws Server 2008 or lter (84010 cpy o WA vOO-Storsgel
il BGE
vepp-cantes?-1810-u2 centos?.7-teamplate twm-templata CantDs 7 [B4-bit) CRU 1 R ED Staraml
om 2o
tinycaora tinywm twm-tamplata Cther Linux [ 64-bit) CFU 1 Al WCD Staramal
oHl sEaME
v
HE
A THFRFA
EERNEIT R FRERER W CD -StaragaPalicy @
NIC
EFENIC MIC (=4[] HEAEFR B IP # 1P it =it MAG fiz4t
LR u
& 0 - Cin ARt = = AR-EA-EA-M1-AN

L= |

i

NICIEE R ERENEF - IR ECER BB NEFEE

BB IP#ER -
BRATEE -

HEEFR-FH

F52H

AIFZFEEA IP it

° BRIETTHE




ERERER

0

3.0 fRAHRIET-T

@ oExEx

EERH

BRI

itE
BRRIINEEFA (-]

ERANETNFEER VCD-StoragePolicy

NIC

EENIC NIC =4 1] AREASEE we
e

o o V) EI000E training

IP &5 IP it JHED P o MAC tiit
£

Ll : 00:50:56:01:00

BinE
BHEASTRENAE -

EMERESH

REERMNERERED.

MR NERERSLIRERRT

vm YMware Cloud Director

i 5 B e

_BtiER 2%
2 HERES EFA & =« R 06 A A R
HRERES
VMDemo
CRRER
EEESETES
WA FFHHE
R A 2020/12/03 F&03:15M
BER admin
vApp
fERBag Microsoft Windows Server .
0 E oL e
CPU FTEL EALE ] Hs
Bl 42 GB 2GB
fi=
i s E M

DHCP
HwE-IPER

win2c16

ERmAEE
A o BE
318 2020/M/27 T0412:37
BEH admin
vADD Demo_Vapp
fEmi i Microsoft Windows Server
0 8 ®m @
cPU FHTEL i 31
4 88 GHG 268
=
WiT =i

F53H




SEATAEE

0

3.0 fRAHRIET-T

RXEN VM

1. HEEAER -
2. BT EBHESR -

3. ENHEME EERRER -

vm VMware Cloud Director

EREREN EERE

@ oExEx

& RIRE

SikE = FRER
1 fE et
R ERE
VMDe
DEmE  EeeEl
41 ES
=3
A

B ERTEA
BAE SEHEE

vee | Em

EERH

CPU

4 T&# VMRC
IR

BhiE

FRE R S E TS ]

it BE I

£38

arver 2..

e

BrEftiE BuAN

ERA VM
1 MEEAES -

2. B—TMEBHES -

3. ENEME - EERMRAER -

F54H



AT AIEETE 3.0 RS IET T

vm ‘VMware Cloud Director

EREAREA TR

SHiTE 2
1 B

B 38 i

VMDe

ERME]
PRS-

A
BEs
VADP
3% 327

CcPU
4

BYAE -

HIZHE BPERE BURY

HEER

A
HERER RSN @g
=5

it

EEE|

EFE A I
BEHEE
#+H

arver 2..
B gh web 84
e S e
T# VMRC

BRITIREE WE

SEATA
EERH

TiEVM

1. HEERERN -

2. B—TMEBHES -

3. ZENENME - EEELE-

F55H




vm VMware Cloud Director

EEE AR BT

SEATA

& RIRE

BiikiE
1 Eh

W ER

VMDe

EFRRE]
B

ElE
ATl
BEE
vhARR
HEER

)

CPU

EME ~

BIEHE  HHEiIE BT O i

HEEE
HEER RSN

=n
A=

Eﬁ:. | @

ERE]
BHE

E3

ExmiEA i
SEHEEE
*H

arver 2.

B weh F25
B e T e
T# WMRC

EITERE e

Hix VM

1. HEEAER -

2. BT EBHESS -

3. ATHEME BESBR - - ERERESZSHRNEGIEE

%) BEREF[DIARSEENT -

EiIVMIRE
1 MEERES -

2. T EBHESS -

3. ETNHENME BERIURER -

F56H

L S
=2

PREN




@ oExEx

& RIRE

EEREPREEE 3.0 RGBT

vm VMware Cloud Director

EREES S
SiE £ _ EIEHE  HEiGE RITAE o
| By O [
i R R R i
e
-l
YMDe
SEmE e
Fums PUE
R
EiH E3REA I
BES SEREEE
vApp A
gm0 ey 2
BE web Tae
iy B ERT e
4 T#t VMRC
FEITIRER @ e
01 -

4. IRKBENFEK  JEENERAE:

A HREBESESOCRERERSERESFCBIENRE - B217RE -

S 245 - 38 VMware Tools TERERBZIEER T

B. FLLEAEES

‘M}

HARNERZS - BERZA IS HERNEEERNAERCEEE

PRORIVER - BRI BB EFREGRA - RISERN—EETT A

M BRI - (VM EEZEE VMware Tools)

5. EESHE - ERERIL

FSTH



EEREPRETE 3.0 IRFSHR(E T

(=%
® ="

RFK

& RIRE

IR

SRTL A PR MRS S AR LR R0 AT IR R -
1R0R e I R BB K »

mirrwkzss @exz (P

YWilware Tools)

=R VMR
WO DA R 2R 1B [R R T R RIS R B IS AREE
FERIEH VM BIRER -

1. ##—TERAER -

2. ENAEED - m— T EHEES -

3. ZNAEME  REEINERERR -

F58H




EEREPRETE 3.0 IRFSHR(E T

vm ‘VMware Cloud Director

@ oExEx

EERH

R RS
SiE # EIEEE e BIAN
R B s
B R R
wasmEe T

i

VMDe

S, T

g POE

1

B B n

BAS BEREE

vADR ;H: EH

e T arver 2.

BE Web TRe

CPU FHERAER T S

4 T#h WMRE
TR EE wE
EEENRE

O

4, MWERAIZERE -

-

il

=

%1?\‘(“\

HEE VMDemo poteiE?

N

F59H




@ oExEx

& RIRE

SEATAEE

0

3.0 fRAHRIET-T

BR VM RER

WA LU VM IRERRSBR -
FOREH VM BEIIBIRER -
1. #—MEAEXN -
2. ERHERT - BT EREES -
3. = NAENME  RRENBRRER -

vm YMware Cloud Director

EEEHER R

SRITE 5 , BEEME  HEiE BEY .
- BEEEE |
MRER TSR SHEiT
1 B [
80
VMDe
EREE; -
EET
BUHE
R s
AT I
nEE FsFEMA
VAR BEREE
ERER e arver 2.,
)
CPU
A
T# VMRC -
13
FETTIRES
BE BEERE

4. HERRAIZTERE -

60K



‘ SEXFK

EERH

EEREPRETE 3.0 IRFSHR(E T

R HRE X

ESMERRUC R R IR0 R -

2 VMDemo B0 EE?

F61H



@ oExEx

G KBRS 3.0 RIS HR(E T exin

0

MSSQL DBVM RIA#=EFF:RAA

EEE 3.0 RHEEFEE window TEEZ489 MSSQL server BR#%E - HFE IR

FAhENSARE  FTERSEFEFEHFED - LUNRE MSSQL MUARLEERE

vm VMware Cloud Director ZR P

= RATTEAER
@ e 2 g Oy EEEETL G EEEE 0 M vApp: 3
Oy shannon1l-com-VDC
@ shannoniill.com, @ iaas3uattaiwancloud.com.tw
EEE= CPU EE BEE
7
vAppD
0 MHz O MB 532 GB
OFE7) \

ZIZEN catalog 1 vapp

F62H



o
&
>F
ay
o
B
i
oA

3.0 fRAHRIET-T

vm VMware Cloud Director

ERhm

iaas3uat taiwancloud com tw

10802

Edge s
=2t 2021/08/02 T404:28:51
- admin
v
1
& B/E ) 4 8GB

EMEEANSER

1 EREE sET

10-templa

() centos

plate
DBVM-W2016
: ) DBVM-W2019

ubuntuls.04-template

() ubuntu8.04-template

1-template2

fIEEAET vApp ENZEEANSAE
1 EREEANEET 4 + T
Centos6. 10-template

centos7.7-template

DBVM-W2016

DEVM-W2019

ubuntuls 04-template

ubuntu18.04-template

i}

ubuntu20.04 1-template

F63H

shannoniit.com

SEATA
EERH

shannon1M-com-VDC

DBVM2016 TESTOFF20210802

CHEEER

AR

2021/08/02 T4 03:58:59
admin

=} v vty EHEE 7 L e

[ TWM-Templat 2020/04/27 T4F04:2055 1 o
2020/04/27 T 1 0

[ TWM-Templat 2021/05/1 F03:46:28 1 o

I TWM-Templat 2021/05/11 F4-03:46:29 1 o

[ TWM-Templat. 2020/04/27 F404:22:04 0

[ TWM-Templat 2020/04/27 T 1 o

[ TWM-Templiat. 2021/03/25 F*03:52:31 1 o .

=4 T Bk EEEE 0T BEESED
[ TWM-Templat 2020/04/27 F504:20:55 1 a
[ TwWM-Templat.. 2020/04/27 T504:21:51 1 o
[ TWM-Templat.. 2021/05/11 F403:46:28 1 0
[ TWM-Templat. 2021/05/11 T5°03:46:29 1 0
[ TWM-Templat 2020/04/27 T450422:04 1 0
[ TWM-Templat.. 2020/04/27 TF 0
[ TWM-Templat.. 2021/03/25 T503:52:31 o =




‘ BEXFKA
BERH

ERARIERE 3.0 fREHR(E T

WARHE

e EEAE LT vApp RS
| 1 EREEANES L test0823
2 BhEE e
wamEER
#rEER

i
i

IR EBIRITTRER

TRERAEIL vAPP

1 EREEANES
SR =% ETERR FEEREESTTERER
3 REER DEVM-W32016 standard-policy
WE
ER AT VAPP EREE
1 ENEEANES
EHER + T EHEENSRR EEESANERERR =
2 BEEE
DBVM-W2016 = System Default
3 EED
G
4 EEFA & CPU 4
BEEENELH 1
EEHE 4

£1-1 @ EnsET 21E

o
it

Fe4H



SEXFK

®ERE
EER B REESE 3.0 RIS HRIE T
S AEEIL VAPP SHEEL]
| EREEANES
Esus geE
2 EREE
DBVYM-W2016
B
2 i
5 EflER Hard disk 1
100 GB v
1EEE
BH ‘ £ T2
N 3 6
=IO AR VDC Network
EAEI vApp FRE R
| EREEANES =
EREE EFENIC mis
2 EWEE
DBVM-W2016 © nico shannonifii-com-NET ~ IP £E
3 BEEE
[ IREEEEBTERE
4 BEEA

6 EEEE
= =]
SERER TE
EBF AR VAPD BlfgsEm
1 EREEANES
2 WIERE
vApp #3
3 BEEE e
4 EEFE vApp &8
vApp 1
HEHES ] o
BEESRE
6 mEEE
HEERR
7 sE=s Ee

6 Windows #ZETE internet EiBAREE

DBVM-W2016

shannantitl-com-VDC

test0823

AEEENRLA

F65H

shannontll.com-NET

m
i

o
=
i




P ss%kg%
EEKEEEE 3.0 [RBIEIEFM

vm VMware Cloud Director ER P
iaas3uat taiwancloud com.tw 1% shannoniiil.com =L shannon1ill-com-VDC
&«
vApp
i Ft8 ~
SHEE 2% - T
vAPD
Sl 8 f&
THENEFRE FE >
© v
test0823 D802
He
EHEER
Edge A
o 2021/08/23 E5F12:23:01 22 F504:2851
==
admin
E REE ~ —
Sxgw ! ' ! P
BydA
EEERA o 3 SEEAE
ceU cPU = -]
o BE v a 4 -

MR EEERE -

ENEFRFREEE/ME?(C)

EULAID:Sept2018 V_ZH-TW

66K



»
EREIREESE 3.0 FRIGHRIE T

HAREZGERSEFHNEL - LIETOILIARE A LE -

EHEEEU)

ZEP)

EFWATER) sesssssse

BABBERBIE N RAREER

1 N iR 1

® ==
E2s
B
RARE

BPA &%

F67TH

SEATA
EERH



REFRHETRE 3.0 R E T

EREAR)
FEREROQ
FHFRAZEV
£ S0
REEBERM
#/EEIEAW
EEEEK

L 4-3=1(0)

Windows PowerShell(l)

Windows PowerShell (£ E8E8)A)

Windows K%
Windows Server 2016 Datacenter

© 2016 Microsoft Corporation. E##5 % » TRE—11E% .

Intel(R) Xeon(R) Silver 4110 CPU @ 2.10GHz 2.10GHz (4 E&:E3)
8.00GB

DBVM2016-001
DBVM2016-001
WORKGROUP

Windows E5

Windows E&H

F68H

aa. Windows Server- 2016




BEXFKA
BERH

EEREPRETE 3.0 IRFSHR(E T

@ WE NN
I FEBINE UCER T EE AR FRBERNIEA W ATIEE
SNBSS
X
0O BT .
Windows #R1&
D)
) ER BRE Windows Server 2019 Datacenter
RRE 1809
0 #anmsr
N 2021/5/10
OS @ 17763.1911
D mEmm
BEERSRAFHREN Windows EE
O ®FRER RS AR R MREEL Microsoft BEAL
(= B3 Microsoft EERBER
08 FaEmmEe=s HERE
g 21
X EmsE
E 25
r B, zEe » REER2E > RF
HEE BREKOEFER
® =588 Windows iz
9 amuT Windows Server 2019 Datacenter
@ EmxgRz © 2018 Microsoft Corporation. E5 @A + TEE—IER »
25
EiEs: Intel(R) Xeon(R) Silver 4110 CPU @ 2.10GHz 2.10 GHz (4 @ &EH)
CERICER RAM) 8.00GB
REER: 64 (UTHERELE » x64 REEHR
FEEagT SAETERRCTESAREIHAME -
FEER  ESREIAENERT
EzE DBVM2019-001
RETEZE: DBVM2019-001
|EE
TieReE: WORKGROUP
Windows &8
Windows B BEE Microsoft RBEEIER
ERERISE: 00430-10385-82443-AA166
EEN
zE2emeg

F69H



@ =8xEx

EERE

EEREFAERE 3.0 IR ERIE T

BB VM BIMNERIEE’

\Windows\system32\cmd.exe - a X

7o BEE—HER o

MSSQL DBVM Bis& 2 &7 AR

PUNEREREE DBVM 2016/2019 Ih&E

FRLMSSQL &2 TH

7 DA EBRRGE ABAE RS S R, (AR R H S TR

FH70H



@ orxEx
BT AIERIEE 3.0 R ERIE T

& RIRE

Windows Server

R P E

Windows Windows
AREEES PowerShell PowerShell ISE

l Microsoft SQL Server 2008
. Microsoft SQL Server 2016

. Microsoft SQL Server Tools 18 ~

“ Analysis Services Deployment..

o [T
L Microsoft SQL Server Management Studio 18 |

[ Microsoft SQL Server Manage. ERamEs SRR

=ﬂ SQL Server Profiler 18

Windows PowerShell
Windows %
Windows 2% &ETHR

Windnwe B B EEE

o 6 Mm

RO LR

3 Microsoft SQL Server Management Studio (£ E28)
WEFP =/BE KAV F=C

IRM #ABW BEH)
8/-a-2

W REmEENn B Q2R Q- = R AfEE-
| <

neaE

=8 §

fEIAREBLRZY(T)
fEREBERE):
KRR (8):

(350 |

FI1H



EEREPREEE 3.0 RGBT

SQL Server

(BRI RS
ARBERE) [DEViz019.001}
BBQ) Windows 1838

DBYM2019-001\Administrator

CEo ]| w

RAERRMERNREAMI

3

A Mi ft SQL Server Manag Studio (£ EER)
WP &KBE ®AV BEC) IRM #HEW BEH
O B-u-AEP AmERN AN - ||| -|8
ATX ; s

RNERAT
s8- ¥ ¥ G *
Sl ] DBVM2016-001 (SQL Server 13.0.5026.

¥ EHE

& Z2ie

T \ARdnE

¥ ==

¥ PolyBase

¥ Always On T Eie

& 8

¥ Integration Services E &

23 SQL Server Agent (EfEHAgent XPs)
3 [F] XEvent 2% TE

HIZE RS

F72H

@ oExEx

& RIRE

@ iaas3sit.taiwancloud.com.tw,

8B-u-% W AEsERN AR QAR -C-|B| -5 SR EE-




@ oExEx

& RIRE

EEREPREEE 3.0 RGBT

_5; Microsoft SQL Server Management Studio (25 EIEE)
B|EP KV/E ®BEV E=EE IEREM {|EWwW =80
OB oL NP REaEsn B0 |9 -Q -

\ - | ;AT \ |
NEEE v O x
B- §’¥m YO »
- B DBVM2016-001 (SQL Server 13.0.5026.0 - DBV}
+» EEE

FREREN)...
FII0(A)...
EEELEER)..
EEESAESEEE(D)..

E2EM

EEENEBREAREQ)..
EAERBRRRI().

E7%) PowerShell(H)
EBEP

+ [+ [+ * |+ =

EwTEEF

WMABRERHEEILEE

F13H



‘ SEXFK

EERH

7

EEREPRETE 3.0 IRFSHR(E T

B #uxns - o
L] [T 16418 ~ @ H8
¥y fli
FIAEO): <JRIR(E>
ER2XREFRSIU
RHESRE:
ERAR WRHL WRIE VAR (MB)  BEWRER /A LRR
mydetabase  &HF.. PRIMARY |8 | B 64 MB AEN - SPRAY
mydstabese..  RIFE @A 8 L.64MB AR SRS
{G1AR 8%
DBYM2016-001
L35 "
DBVM2016-001\Administrator
vy RIBEERE
3
Fin’ <
DA (A) #2R2R)
L

roEME TR E R E/ERER/ IR A REETIEERER

F74H



SEATAEE

@ oExEx

& RIRE

3.0 fRAHRIET-T

0

_5; Microsoft SQL Server Management Studio (25 EEE)
BEF [RBE KBV EBEEE IRM ={/EW ==:EH
OB a-2 P BEEsn A QRS
| | b w0 | | 5 3|

NERE v ax
e F¥F 0 YO
5 @ DBVM2016-001 (SQL Server 13.0.5026.0 - DBV}
- g{;!
0 REERE
¥ ERERES
- @ mydatabase
+ ENEEE

o wil B
qF FAN) [ mmzm.

0 gEm > LERERECERRM)..

- Y E7#) PowerShell(H) il
= o HNEEREE)..
g BEE) k BEEREE..
¥ Service Broker
3 #=Ze
3 g2k

& =z

i FAERENS

¥ E=E

¥ PolyBase

7 W Always On T Fi&

+ 8

i Integration Services S5

2% SQL Server Agent (Z{FHAgent XPs)
7 [¢] XEvent 2% TE

738 — {18 (i

FISH



%

% DBVM2016-001.mydatabase - dbo.Table_1* - Mi
®RAV) FEE) EEZRHIRO
2 BFaEsn AR RR|

- | » BF® v | &= 52 & |

DBVMZ016-001 my.se-dbo Tebie. 1+ + < IR

BHER 2

LG (G
-o|8-

BREAIHE

YRRy O

3.0 RS HRAE

ft SQL Server M.

Studio (%K EER)
IRM &/sW) BEH

|2 ¢

.]@[ -
| | ==

RRTER

= @ DBVM2016-001 (SQL Server 13.0.5026.0 - DBVN

[

EREBEEB

NS
® REERE
% ERERES
= @ mydatabase
+ ENEES
B o EN%
@ RERAR
@ FileTable
o) BENS
58
HEBES
A&F
IRNE
Service Broker

e

43

EREEE

5 ®

z2ik

ARaEns

#=

PolyBase

Always On XTBi&

3]

Integration Services E i
2% SQL Server Agent (Cf¥FAgent XPs)
[F] Xevent 2% TR

rowl
row2

row3

I

ERTEE

BElys

nchar(10)
nchar(10)
nchar(10)

P

D@@mg

y- -

BEXFKA
BERH

mpao- iy

mE X BEEREERE

i DBVM2016-001.mydatabase - dbo.Table_1* - Microsoft SQL Server Management Studio (% £ EIEH)
REE)
[} | B~

w20

| p 850

¥EYOH

B2V BFEE ERERHIAQ
a2 P BEsEEn BQR 20|

IRM &/EW REH
|2 -
TR

-| @]
|

=8

EEEEEE

W

DBVM2016-001 (SQL Server 13.0.5026.0 - DBVN
ENE
REEAE
ERERES
= @ mydatabase
@ W EREEE
o - N
@ W RERAR
@ FileTable
3 HEREE

B ®

B ®
a3
]
m
o

B ®
9|
Wl
¥

5 W Service Broker
® W EEe

D W R2E

PolyBase

Always On ETE¥

i

Integration Services S
23 SQL Server Agent (EfEBAgent XPs)
[ XEvent 247 TE

B

mpaa-iy

| &#E= Dl

0BVM2016-001 my.se-dboTebie 1+ + I

b-eck
rowl nchar(10)
row2 nchar(10)
row3 nchar(10)

ERTERE

Bl

FLFF Null

%]

Microsoft SQL Server Management Studio

BEZTARENREN?(S)

DBVM2016-001.mydatabase - dbo.Table_1*

£ |

WABREREZHE

F76H



. SEXFK

EERH

EEREPRETE 3.0 IRFSHR(E T

i DBVM2016-001.mydatabase - dbo.Table_1* - Microsoft SQL Server Management Studio (£ S E128)
S20 SEO ®BV B2E) ENIWHIEL IED BIW BEE
o o B-a-2 R AveEsn BAQRRD| |2-¢-|@| -| = Ml - =R AR X = s

¥ N b mEo = v lEsdlagsal = P

DBVM2016-00Tmy-se - dboTotie. 1+ + < IR

BE- F¥F Y G BHTZR BHER A5 Null

= @ DBVM2016-001 (SQL Server 13.0.5026.0 - DBVN rowi nchar(10)
= BHE row2 nchar(10)
REEAE row3 nchar(10)
EHERES I
@ mydatabase
4 EREEE
=] ENE
® RERAER
@ W FileTable - - x
ol HEBREE
e MO BARSEERE:
SHEE
8T [Mytablef
TRRE
s s

P =
zoe i

gt Elug

\ARdns
EB
PolyBase
Always On ETEiE
® . E
Integration Services S
22 SQL Server Agent (Z#HAgent XPs)
@ [F] Xevent 2% TE

ORRE

N ®

&

® ®

®

BEE®

®

B8

®

&

®

ERREERR

NEEE > o x
=R ¥ ¥ 0 Y O 4
= @ DBVM2016-001 (SQL Server 13.0.5026.0 - DBV

e ENE
@ W RERANE
@ W ERERES

= @ mydatabase
® W EREEE

=

FAN) >
- sEm >
E7%) PowerShell(H)
BEEP) »
g EFEEP

il ervice Broker

® - @Eze

+ z2E

x2&

ok 2ok

==

PolyBase

Always On ZT B

3]

Integration Services Ei#
2% SQL Server Agent (ZFHAgent XPs)
@ [F] XEvent 4% TE

BEs®

]

28 E®

&

B ®

ERZIINERR ERBER

FITH



‘ SEXFK

EERH

ERARIERE 3.0 fREHR(E T

neEE - I x
sa- ¥ ¥ (VB
= 8 DBVM2016-001 (SQL Server 13.0.5026.0 - DBVN

= BERE
@ W RERNE
@ W ERERES
= @ mydatabase
W 0 EREES
o i BERE -
5 REEEE FRARAEE)..
0 FileTable BHO)
5 i AEERE XA 1000 EERIW)
22| dbo Mytab RiRAT 200 ERAFP)
it RRRAELASEAD)
@ i HBEE e
@ i HET BAEKEV)
5 W IERE EEEEscREERMm)
2] Service Broker ey
m . MEER
@ W X2&
@ W X2
o W EEEns SR
+ = ER(S)
+ PolyBase
@ Always On T His L O
. 55 Facet(A)
¥ Integration Services B PowerShell
23 SQL Server Agent (E2 B PowersielG)
% [F] Xevent 3% TE BEP)
EFBEM)
BI#(0)
EFHEP
BER)

ERMABRER X &

4% DBVM2016-001.mydatabase - dbo.Mytable - Microsoft SQL Server Management Studio (£ £ EEE)
|EF 4S8E K#AV I=E) FSNHIER IEMH HIWwW =80
C -0 8- -2 d ArmEnn AQLRAR XA 2-C- 8] -
| | b &/F00 1 EENIEREE R

-

DBVM2016-001.my...e - dbo.Mytable + X

wsigv ¥ ¥ ¢ rowl row2 row3
5 @ DBVM2016-001 (SQL Server 13.0.5026.0 - DBVM 1 -
] BERNE 3 4 a
@ W RAGESE 9 b 44
@ W ERERES o |NULL NULL
5 @ mydatabase
% EREEE
= ERE
® REERR
@ FileTable
+ HBENR
3 B dbo.Mytable
@ W B
@ o SERER
o) A&F
% gRIE
3 Service Broker
Sl -3
D W X2¥
® W X2E
¥ Sk 2oy
+ EE
i PolyBase
@ Always On ETHis
i 8
¥ Integration Services E
2% SQL Server Agent (ZZHAgent XPs)
® [] XEvent 23 THE

F78H



@ oExEx

EERH

BB 3.0 EFSIRE TN

ERERER

NERE v X
s ¥ ¥ (VR
= @ DBVM2016-001 (SQL Server 13.0.5026.0 - DBVN
= RS
@ W REERE
D i REERES

= @ mydatabase
% EREE=

%) FileTab| 2HO

o W SERY] MM 1000 EEHAW)

2 @ iR 200 EREFP)

= il KABRARVEIERO)
% SHERE
" ez "REXEV)
D TeRE rErEssceEsErm
&3 Service Brq o =
a = MERET...
& z2&
+ w2 g
5 W GEEns ko
+ = ER©)
4 PolyBase
% Always On I H BAO)
0 -3 Facet(A)
+ Integration Servi|

E/5) PowerShell(H)
22 SQL Server Agent|

7 [f] XEvent 3% THE BEP
EFazM™)
RiR0O)

< EFEEE
LR
R AN E R B RBRR LK
CTS———) |

ma- ¥ % froexrer ssus o SelectTopNRows &S RTIESHE  *rvers/
=2 F ¥ g — SELECT TOP (1000) [rowl]
5 @ DBVM2016-001 (SQL Server 13.0.5026.0 - DBVN [rov2]
= BHE ,[row3]
+ REERE FROM [mydatabase].[dbo].[Mytable)

7 ERERES
5 @ mydatabase
5 N EREEER

= =HE
@ REENE
@ FileTable

3 HBERR
% B dbo.Mytable

® w8
o) HEESE
¥ 8T
2 W TERE Ll @
% Service Broker B #% gine
* E=e rowl row2 row3
# x2# 1 3
+ x2E
n o AEaes 2 :
s A 3 9 b 4
+ PolyBase
i Always On I His
G 31
# 1 Integration Services S
23 SQL Server Agent (Zf2HEAgent XPs)
7 [f] XEvent 2% TE
< > § @ SERTES -

F79H



‘ SEXFK

EERH

EREPRETE 3.0 IR RE T

EEAREER 200 EERIS

..’; SQLQuery1.sql - DBVM2016-001.mydatabase (DBVM2016-001\Administrator (55)) - Microsoft SQL Server Management Studio (2£E3E8)
BRFP SKEE KAV BEFQ FEE) IRM RBEW BEH

fe-0|@-u-2md BArEan ARARRAR XA 2-C- |8 -~
B "zi|mydatabase '| b AT = ‘/g-g|gﬂgg.'n|.r'3|'§§|=§§=]@=
MNEZSE ARl SQLQueryl.sql - D...dministrator (55)) # X
% % - FHRRRRRE SSNS P SelectTopNRows a2 RTIE S8 *xewrx)
- o b
o i e L] SISELECT TOP (1000) [rowl]
© @ DBVM2016-001 (SQL Server 13.0.5026.0 - DBV [row2]
=] ERE [rovd]
@ REENE | FROM [mydatabase].[dbo].[Mytable]
® ERERES
=] e 1_‘ h
@ ERE FRERER®)..
B W EREL L gHO)
34 s 1000 @AW
@ 6 sa AR 200 BERFIEP) |
o mEl  AEEszasEsEAe
BE BEBEEEWV)
@ EAER pemzecmEgnM)
@ AT =
@ W TeE MEERT.. 5% o e
@ W Servi r—— L
ﬁe;: EX/RRRZIM b rowl row2  row3
z2e|  @EEm » |3
@ z2kE 4 a
® W EARENs EEO "lo b 44
® E EE R8O »
PolyBase Facet(A)
® Always On =
g8 E7%) PowerShell(H)
B Integration Si
B SQL Server A R0 *
[f] XEvent 447 7] EFSEM)
RIERD)

aEREB/MFRERAS

‘_;’; DBVM2016-001.mydatabase - dbo.Mytable - Microsoft SQL Server Management Studio (25 EES)
BRP KEE KBEV SEP FHRFIER IEM HsEW =EH
-9 |B-u-Ak M BAwEan AR/ | XAa|2-C- @] |~

~F I mydatabase v | RT0 = 8 | 5 & | &8 o) | | —-€ "'—l R

AR >l DBVM2016-001.my...e - dbo.Mytable + X ESe]XeNTiC| oM. [N L

FECR B B R | rowt row2 row3
5 & DBVM2016-001 (SQL Server 13.0.5026.0 - DBV |1 asdf asdf
E] ERE 3 asdf asdf a

ERERE lg b 44
@ ERERES . |nuw UL NULL
= @ mydatabase
® W EREER
=] BNz
RAERE
] FileTable
® HENR
@ BH dbo.Mytable
®’E
HBEE
FAEF
BE-+3
Service Broker

=2
x2&

Heeepe®E®

2]
4
i

==

ERENSE

BB

PolyBase

Always On ET]FiE
=3

Intanratinn Coniirac S8

BEEeEe®

H

ZE80H



@ oExEx

& RIRE

EEREPREEE 3.0 RGBT

6.VM &2 TE R R
FWER  BRSE  URESEEANAEEERR  HASE - N
SHEARE VM HBERE -

37 _}'Ll-‘-l
BIWERTE
ERtzR>FAEN
vm YMware Cloud Director =g, L= I ERE BB
Fis- 192 168.30.137 dHa tawanmohile.com
<< | ]
[ R 2S
i atE W Sl = i RS _}
vADD
1 (B EdE R ESE g = Bk A e
EHI AR
il
B LA Al
@ e % vepp-centos7-1810-v2
HEE CHEEERE
Edge
A F4-FIEH
=2 CATES 2020A2/00 T 0336713
g wmahs admin
S wEE M wApD ERP-wApp
B fEE S Cent0s 7 (64-hit)
frEE = o e
CPL HERE ECiEEE s
5 RRSE v 1 18 GB 2 GB
—i w=
PHAABEREE IFe LNERATE  BiAEAATHENE -

F81H



EEREPRETE 3.0 IRFSHR(E T

@ 5ATx

& RIRE

CHAES

vepp-centos7-1810 -\.':--'-)O1|

@ vepp-centos/-1810-v2 B v
—fe
e
e I &1
ik |snze
NIC
12
EREERERR]
TEX 45
A o
EEEE
PEEH i EEA
ESiRds R P
IfE
- RAEE
VMware Tools
R
vApp
#®A BIOSEE

CentOs 7 (64-bit)

o]

VCD-5toragePolicy
taiwanmobile.com-vC
admin

10304

TR A 13

ERP-vApp

EFR

=]

EHHE > BN > ERIFR M ER]

VM E—REHMEEREE

HE$

ERRB#E VM FRH#ES - Linux

VM R ERTEEIEER] T - ™ Windows VM B ERSTERIZHR

EWRRBEENT 3 DiE) -

Linux ¥85% VM BB ERAIBR/NER+EFHL 8 - &

THEE  WEHE R’ VM 255 -
Windows VM Fa&& R IR #2315

WAETEHER  BE VM ERRBEEFEK - AIOAAE

ERMEIEGL - wo] DUEE SR AL -

ISR KB

R FAHEEBETHEELVM console 1T
BERE  EFEVMEBHERERAANNERN+HFZHEE  THERER

F82H

BRI ThEEETT




P SEXFK

EERH

m

EEREPRETE 3.0 IRFSHR(E T

@ vcpp-centos7-1810-v2 B v
—®
s
w5 I
s awae
= BEEea1] ERA
ME BE SID =i ]
NIC
v EHED
EREEREDR]
SMANEEE ST B8
ol BESEIRBANEREEE =]
PEEH B EE = BRA
BiRs BBEANRY 0
T
iy v MASHE
BRI AT 8 LU A 4R =L
RS A M0 ERA
v IB2EB
EOBME
A EL IS | PN
—f#
B R ERE T

EEREAMEERE  AILER R RS SRR TS ERER TR RN - BT ER S HeERT T THEERIE
HIEREEL & TEERATHIRE ¥8 o0 - BSEH - ARS8 ESE « HEREe = HERrmETE » T e AERE] -

| @E SID
@R Windows ERHESE » $FEHT Sysprep [T Windows 51D » £ Windows NT L » VMware Cloud Director (£ Sidgen « ${{T
sysprep BIEAEREEA FLEBIEY «
EHSERm
| AT
BHERIRENTERETE
¥ HEELEE

EREE
VM EAEAE R - oA R EREIEER] - AR
1. ®HEHBE VM B AL -

2. VM FR#BEZEREEWN IP - REHEA VM FE®@WA IP -
3. #& SID - (ZFE Windows VM)

F83H



‘ﬁﬂﬁ%k

®ERE
BERSNERSE 3.0 IR IRETFH
<« &
FEHEvEES
: 3 ~ |iEiE == | EmEE
. S |
W o]
e 1 EEpaR ] Hes s enea | e
A B
MG T SR A
AR 3R B
= s b chp !
S = EARAEES
o e I——
i A FEENE
=ZE BRI Birs 13
5 HMEE s
E + (oo S’
e AP SEESE
=ty FESE F8m
TR '
cPU e =
D - 1 ~ &k WM R
—an FEArREs ErEs
o R i
I=8
o PN
ERDLE

F84H




& RIRE

@ oExEx

EEREPRETE 3.0 IRFSHR(E T

0

7.VM tERgRE

ENRRTVIRES
o LATERR E AT A 150

@ vepp-centos/-1810-v2 B -

—IR CD/DVD RS Cent05-6.10-x86_64-minimal iso

iERE Erget B
kR SRR
1Fis
E
NIC

ERERR&A8E]
HEAE
PEER

B

T
Bt

BEHR

OILAEERE E - DUKERSIMNHT IR U MIERAE AR -

@ vepp-centos7-1810-v2 v v
R EBREEERR VCD-StoragePolicy
e

T s

o

%y w3l 2% ) R 10PS ERmaE BRI L]

NIC 16 GB SRR 0 Paravirtual (SCSI) 0

fR1E vepp-centos7-1810-v2 MIIFAE X

#im
#sl & Kb [21:]) 10PS AR BE RS BanG
Y : 16 GB ERBRERRY v TEH Paravirtual (SCSI) 0~ 0 v i
‘ B aH

F85H



@ oEXTA

& RIRE

EEREPRETE 3.0 IRFSHR(E T

— Vo
=T &
SHEE VM | CPU ~ SLEREER

@ vepp-centos7-1810-v2 D -
_ﬂé -
fmEE
e MR EA
pillisan =]
TER oo Al System [
BE
. ey
NIC
~ v CPU
=i i=H|
Ei CPURE
e
SHEEEOE 08
PEER .
HEe e
ERH 6 CPU #h78 B
THE
gtk AR RRE L RIEREM AN CPU EE L EfFH
v ECERE
iCERe 2 GB
SRS E ATIE BfFH

SO LGRE CPU BB EEEHENZOE - EH CPU RNRERTTR -
VM B RIPRSE - "SEEERZ OB FOARRNIE - "ER CPU BB "#i
RS DI 218 - (BREEIM-AEER - VM Bt ERI o] B RFA% CPU BECE

FJE_

CPU HEECIESEATIE - B VM B BEER © 12 VM OS B AEEkHT
18 (win server 2016 - 2019 B 1E)

I-’I]]

E

86K



BEXFKA
BERH

EEREPRETE 3.0 IRFSHR(E T

#mis CPU sFAi=H X
EBE CPU 1 v
SERBEIZO- 1 ’
EBE CPU 337K &«
CESE S SN ES UG
CPU &L

e @7
fmiECimRFAEN X
s 2 GB -
RS AR &«

B = =2

F8TH



¢
o
i
>
em

»
il
=
b

EEREPRETE 3.0 IRFSHR(E T

NIC

NIC H] LB ZZLRIRAE ~ S8 REAY - HREHVAERES (VDCNetwork) ~ IP 152 ~ MAC -
i T R R

@ vepp-centos7-1810-v2 e v

—& P

i B NIC NIC g WRNERER Eific IP s 1P firdt 5 1P frit
Gl Ry
i
e
NIC

VMXNET3 taiwanmobile-cocm.NET #E-PER 192.168.0.1

]
5]

MAC firit

00:50:56:01:00:7h

ol NIC - SREERINRE - B AT BER ;

RS E-E RS T LURIE VMXNET3 - BATERHE VM OS 2575 ;

I\
-

AR ZEEERANRR  £ERE 3 s - BRAIZHEA VCDNetwork -

!

VDCNetwork o] AzzE —1{@& IP &£& -

DINEIRE - AEMRE 192.168.0.1-192.168.0.200 =& IP EEFER VM T
AIP. ItIP BREEMIPEE -

BT VM BEA#RARRET -  BEXNICRERE  BIVM EFEAREE]MA%E
NICEREAEEM -

IP #5-5FRE-IP ER AR UEEEBFHEE IP - 288 192.168.0.1 -

192.168.0.2 ~ 192.168.0.3 WIER -

IP E-FE-FEOIEEER IPEERRYIP -

IP #2-DHCP: AR IP £[& - £/ Edge B9 DHCP £1& - giiEE DHCP If&E

£ DHCP £ & 2RI E

88K




EEREPRETE 3.0 IRFSHR(E T

@ oEXTA

& RIRE

#E8 " vepp-centos7-1810-v2 5 B NIC

(@ Guest customization may be required to run for the NIC changes to take effect.

Ep) b $3 VAPP @
NIC  EENIC g HETEFER E3lic)
1 E1000E VM Network
0O © VMXNET3 taiwanmobile-cocn

1P #H=

HE-FH

BE - P £R

IP iz it

172.16.30.5

192.168.0.1

5hER IP firdit

2 fANIC

’ #E ‘ =

>

M EH %

Y-

]

il

R INZRINEE(Encrypting File System EFS)E2 BitLocker #

i - DI I E SR ARG R BT IR E AR RUE

EEANR -

S22 A. (Windows Server 1% Z B TZIEINZR )

AFE#EHR Windows VM 1EZ£ A4 - 0J&E418 Windows Efﬁﬁ’ﬂ S
ERE

H#EEH Linux - # CentOS - oJffEAH dm-crypt IEMZ £ - MERERVEEER

&t BfE dump H2R - BRIRITLZELES

B 2RI B. (Linux AR NNZRAR) : Bl CentOS B2 1FE 1

F89H




@ oExEx

& RIRE

SEATAEE

oA

3.0 fRAHRIET-T

9.5% RE 4H 4 FE 13 & 1 P 0V 8% (VD CNetwork)

BE->EE OVDC

vm  VMwar

RIS HiT PR EfRER
@ wa Sh $EEE 1 O ERFERE TG 1 & R 1 RN | {J} CPU: 3 GHz o R 2

& taiwanmobile.com-vDC
& taiwanmobile.com, @ 132.168.30.137

EREL CPU =i ek
1
wApp
3 GHz 2GB 18 GB
10641 .
ArEERES EEIEE T EEIEE T EEWIES T
IR RIELE CEE 100 GB EEESTE

FUEwL ol F AR E EE R E R /O A S

vm Bt FEFRZ ErE

taiwanmeckile.com E [+ taiwanmelkile.com-YDC

i EE v
VAL
AR -1 O 1 Ai VDo B CIDR T

AR AR

taiwanmohile-cocm. NET (&) taiwanmohile.com-Y ... 132 168.0.264/

e
e
e
=
=
L4

bl

Edge
=EH

2 #FE v
= B

HEFEERE

90K



@ oExEx

& RIRE

EEREPREEE 3.0 RGBT

T S 4E 48 K2 1R S POV AR IS

i 222 48 IS > T

vm vMware Cloud Dire

i e v

WAL

EEFE AR &8 Y % 35 Al vDC B#E CIDR T

FRLLIERE]
taiwanmobile-cocm NET G2 taiwanmohile.com-4.. 152.168.0.254/ ..

2 SIS v
i
Edge
=EM

= RFE v
Baiaik

HEEEE

ClREESTEHENAER - VM 2RHEIMNREFEECKH

WriZAES VDC RS R sany
ReER/R BAR T AV AHATY
B HeHR/ AR TR0 AT
EEat
PEERRIAEBSISH R S IRA AR ) QA A VDC IR RS -
© Bxza

BEFRRLAYEENEIRIA Edge R SSIREE S VDC ShER 248 3R ERBEAYEE 31 17 Hotld

3 t-4

F91H




@ oExEx

& RIRE

EEREPREEE 3.0 RGBT

BB EHMEAEHE - B8 CIDR &REAR" & IP/subnet mask”

FriSALSE VDC HEE —Rg
1 {@pEEEE =1 ERP-Network
2 —m RAlS CIDR * 192168.2.254/24 ®
AR
For ERP Use
A
2 » ©

EIETRRA Edge « (RFFSEAMBHE: 9) - NMEBARMTRRN" A

Friga S VDC HEEs Edge &R
3 U]

B #iE O Sh R R A58 VDC R

2 —1 © taiwanmobile-com-EDGE 1 1

3 Edge &8
4 >

#£1-1{8Edge M35 #1@

AEEE L ®
SETHISR VLAN »

F92H



EEREPRETE 3.0 IRFSHR(E T

IS!I

T—% -

@ oExEx

& RIRE

PG IP EEFELEE CIDR - FI—ER#HE - FTERZ:RE 200 @ IP - #ig

FriZAL VDC RS BEIPEERE
1 @pEgARY [i& CIDR 192.168.2.254/24
2 —p2 HiE IP EB

WA IP $1E (15 £ 192.168.1.2 -192.162.1.100}

3 Edge @58 192168.21-192168.2.200

4 BEIPER

IP {irit €3t ©

H3H

FZ DNS a2 &£ H Edge DNS - thoJBA= B1THE DNS

RE DNS JLH&EZEH#E 61.31.1.1 - HBETRE -

F93H




@ o5ATx

EERH

7

EEREPRETE 3.0 IRFSHR(E T

WTiZARSE VDC RS DNS
1 s@e=sEny %/ Edge DNS [ @)
$SEHR EISETE LAE AR 5809 DNS 883X - DNS#8X p/aEM S |
HFERE -
2 —# £ DNS 192168.2.254
3 Edge i858 ## DNS 61.31.1.1
4 BEIPER DNS 28

5 DNS

23 -2 §

HEBRIRERE - FILmHE VDCNetwork 5%

FrigAst VDC MR8 HIEES1
1 \EdER - . . .
mANGR T —EEHELRERAME VOC BIE - FHEE X AT (R -
2~ :
& ERP-Network
3 Edge i@}
GECHE B For ERP Use
4 #5E P ER HA ES
5 DNS #3%& CIDR 192168.2.254/24
bohicp bl [=i::]
6 ROAS5ERE
g taiwanmocbile-com-EDGE
s bl i
FEETRIERE VLAN ES
TE DNS 192168.2.254
*RE DNS 61.31.11
DNS B - ¥
:0p] -5 TE

CREEER - FEE ST HIENRE -

2F94H



@ 5ATx

& RIRE

oA

EEREPRETE 3.0 IRFSHR(E T

«
S
i st v

A
vApp

EHR AR BE foor i AE % vDC B CDR

LR ERP-Network @ taiwanmebile.com-vDC 192.168.2.254/24

© ®me N ) taiwanmobile-cocm NET () taiwanmebile.com-VDC 192188.0.254/24
kil
Edge
22
B REE Y
SEER

WEREA

TEEH

ERASERERN DO
ZEIETRASERES N OME" ERP-Network” ZEREI vApp - HEIE

EMK vApp BEFMAEN

F95H



@ oExEx

EERH

EEREPRETE 3.0 IRFSHR(E T

vim “YMware Cloud Director

EEERER TR

SeiiE = HISEHE BEEitiE = I
1 EEEERAE EFEH F o« ke B A B iR
A -
ERP-vApp
CREREE
. HFFEA
EBITH: 202012/01 FF02:36:03
wmaE admin
EEMEEE =38
1 MRS
CPU REERE Hali=ics] i
1 18 GB 2GB 2@
B
EE ~ =
HAFE > H 18

F96H



Lk
/=

REFRHETRE 3.0 R E T

@ 5ATx

& RIRE

HAvApPD » ERP-vApp

i ERP-vAppP dhiE v
—ha vApD B vA DD FERLA HE ":_}
EiEREAR
b |

RAMEF0{T LLIEFE

B T ik BE
9 B Rl == x

< taiwanmebile-coom MET )
HiE B vk Metwork )]
ERNE
H+H
hEER
BEWH AR .

EIEAS VDC 18> %= ERP-Network—> BhEFT 15
FEIATERTIBZE ERP-vARD X
o] vhpp B35
#i s @5 vDC m2 coa AREL EEuE ZEAOPE =R EEST

© talwanmebile.com-¥DC  192168.2.254/24 (&)= 0%

3

-G £

LERFTE ERP-vApp #H VM NIC -

FITH

A" ERP-Network” #33&TIF8 -




@ oExEx

& RIRE

SEATAEE

0

3.0 fRAHRIET-T

HEE Tvepp-centos7-1810-v2 4 B NIC %

‘ @ Guest customization may ke reguired to run for the NIC changes to take effect

ik R VAPP B

NIC | EENIC CiER WENEFER izl 1P 1P it S0 IR {IThE
0 WMNNETS taiwanmehbile-cocn wBRE-IPER , 192168.0.1
[CErriatwerk | ’
Wi werk 1@ NIC

tawanmokbile-coem NET

& vApp BRUMEEZR - oJUREEESR VM ER /IBLEHEES -

vm VMware Cloud Director FHR P
192.168.30.137 g taiwanmobile.com = taiwanmobile.com-VDC
« )
BA vApp > ERP-vApp
e v
&5 ERP-vApp @ v
vAPP
T —i Y
@ vcpp-centos7-18..
bY |
LR B R TENC | 1 Bt
*
© M 2 B AL E LLIES
B
REEE
Edge B VM Netw.
Ehe
=2
8 REE N ol & ERP-Netw..
BRKk HA ~
&S taiwanmo..
AEEEERA hEER
& BE v
ERAR .
_.;E .

F98H



@ oExEx

& RIRE

EEREPREEE 3.0 RGBT

10. Edge B
Edge BEABZ/OHAEHEERTE - LUNETEPIKE - DHCP ~ NAT ~ &8
738 ~ IPSec VPN INBEMMERER »
BE>HEERNDOSEdge>HERTEDRERE

vm YMware Cloud Director FHH b

EEAEE R ] T

=i FITPERED

® w1 2 she 1 O EEHEEE L 1 5 e 1 53 vApp: 1

Oy taiwanmobile.com-vDC
@ taiwanmobile.com, @ 122.168.30.137

AR CPU Ha = 17 R
1
vARp
3 GHz 2GE 12 GB
(1 .
e o=t ip] & e ST+ EEU EET
HIEHEEE TREE 160 GB CHE 28 TR

vm ‘“YMware Cloud Director E FERE EAE = B AR

=192, | taiwanmobile com i B taiwanmobile

Edge =

EEE | ~
4 BE 7% =8 Bl SYSLOG
wADD

B A HE BE T

ww

EEE TR

4B A8 Bl 3 © taiwanmckile-com-EDGE ) EE

2 sEEs ~
s

2
N

2 gE=E ~
= Do e
AR ER

F99H



@ 5ATx
. & RIRE

SEATAEE

Yﬂ%

3.0 fRAHRIET-T

iS40 DIEZ Edge RIFIKAE ~ DHCP ~ NAT ~ &&= - IPSec VPN Ii&E

Edge FIE - tawanmobile-com-EDGE
Be  |enTas BE BEME  BHEH CgeE
Wy B ARE
C&R ()
gErERsES0Ra OB
Hk & nE HE Bkt it Ll R
- firewall e () vse a1 1 #E
2v ERP-WebService ERE i) 1821683045 tep:BO:any #E m}
tep:443:any
3v VMERESH A 192168.21 Ha s i O
vepp-centos7-1810-v2
av WATHEEEM R 60199134.2 182168.30.45 tepr2Zany il (@)
60199135.0/24 tep:3389any
5v default rule for ingress traffc 782 RAI T G2 1 fER ]

B K2 NAT #8281
EEINBREAN=TEFEK  FSEHENEE -
1. Web BR#%:soaF o BRI AR T LUELR VM 1 80 ~ 443port -
2. ESMEBME AZEEIZELR VM:BHAZE public IP 60.199.134.2 - 5t —E#3Es
60.199.135.0/24 oJPl ssh ~ ElnREHEE VM -
3. VM ESMFERRBA KB ZREE - VM EIEES ; oliE VM IP J1EIRRE
- B - ARFE IR -
VM AER IP 192.168.2.1 - EDGE B Public IP 192.168.30.45
BT ER KA NAT R E¥E - BloDme L =fEFEK -

Edge B - taiwanmobile-com-EDGE

FrAHE  DHCP  NAT R BRTEE  ven  BR O WEAMS  SHER  Fdee X

B KRRl

CEA c

aEreREEAAn (P

FE =1 i 5] Bt i1 i HRRE

- firewall & (=) vse i T %

v ERP-WebService ERE £ 19216830 45 tep BOany #3 | O

tep:443an

3v VMEJES HRE 1821168.21 2 i = O
VEpp-centos F1810-v2

4v BLTEBESM EAE 60199134.2 1921833045 tep:22:any #E (]
60139135.0/24 tep:3389any

5v default rule for ingress traffic  FEEEERI i i i EE 8]

ZE100H



BEREFREE

0

3.0 fRAHRIET-T

@ oExEx

EERH

Edge & - taiwanmobile-com-EDGE
FRXHE  DHCP  NAT B BHTE® VAN BR WIPH  SEHEH Cdge @E
NAT44 3381
[#ovwrgm | [#swwsa | [ @ | [ x | [+ ]
BETERIERORA OP
Al mE i EAR 8] Bz BiEE =11t foig i
1P iz BRE 1P {1t ERE
196608 HEEES SNAT 192468.01 i 192.168.30.45 0] 11 v * VIVIESNEEIpUblic IP B 182169.3045
196611 BREES DNAT testnatwork 192168.30.45 443 19216821 243 tep v *
196612 BAZER DNAT testnatwork 19216830 45 20 19216821 80 top v x
196610 EREEH DNAT testnatwork 19216830 45 72 19216821 22 top v x ssh
196613 FREER DNAT test-network 19216830 45 3389 19216821 3388 tep v x pi ]

DHCP

ZAIEBREAMERERNFOMEN IPER - SERILIAR

VM WA R o] DU IZAE IP £ &3 DHCP HUAS IP -

SHEREATIE—1K DHCP &R %€ -
DHCP Bx#5¥8=2F8RA - olFRL -

]
il

#HiE DHCP £ & ]2 2 N EH - 1B IP s ETEE MM E R ER PO

MBRELDE - BHIPAREE -

Edge [3E - default-gw

[  DHCP  NA s VPN == = it

DHCP £&

DHCP JRFERES IE'

g imeg B

IP G EELEARS o &I S5 DNS R
192168100101-192.168100150 |gl=kals A eloiae 182168100.254

HARE &)

86400

101H




EEREPRETE 3.0 IRFSHR(E T

@ oEXTA

& RIRE

4REE DHCP EIE

I #EE
TR

HEIFRIE DNS

192168.100101-192168.

I

FEABAERE 192 168.100.53
IEEIEAEEE 613111
0 EE 192 168.100.254
FiHEES 255 255 2550
FHH -~ EI8H »
THHEIbERS (FF) 86400
b E ‘ {5
=R TS
PURBL 2 & A 40k =5 1 i i &5 - e 5] -
ZERENE T ER BT ERTE  AARE  EERHEERMGR
R AENARETER B RBRA - A ARUA -

F102H




P SEXFK

EERH

l\

GEREIREEE 3.0 IRISHEE(E M

Edge fEE - default-gw

E_n.

i
i

= Ig2ERE

5 EEE @D
BBl F e »

B FCEF B ()

R e

EEBNRE - MB—EEE  ZENAEMENEHE - EE=Z 28 A0
HENES S

Edge @& - default-gw X
FXEE  DHCP NA = BETES AT Edge &2

iR EREImER  BEES =

E=

[+ [ =2 ][ = | [=~sesstas |

SERANS oL HEE Bt as A
| ERP-Pool round-robin

£ ERP-Pool F¥AIEH

H_A

EH | BEEHR

[0 .= P firdk HE EWa. BEEs BRHTR BB ER

ERP-Portal01 10100.200.2 1 80 80 a 0

v ERP-Portal02 10100.200.3 1 80 80 0 0

EERERSFBVRE - g —
2 P B P ETRR E ST A ©

DIII’

- ERZRERUTNEERE

Z103H



SEXFK

SERFHAEE 3.0 FRFSHRIET

Edge [HiE - default-gw

BYgE  DHCP  NAT  Hin  ARTEE VPN BE  BERE  S6EE tdoe BE
Lt ETESRCE ERES S5 ESESS  EEARS

RE B {EIAR S

L& [ [ & J[ » T[]

EEEAES. 48 s AREE IP ik FRE s

| LRSS ERP-LoadBalance pool-8 60199.153.5 hitp 80

|IPSec VPN

&% an B HARR AR

o ELTI REFRTHAEMPSK) - TWEEA(BI:SHAL) ~ SWIE

SR (B:Diffie-Hellman) - AMELEMNB LR -

WETE RAREERE(ifetime) BENETTRRE -

F104H



EEREPRETE 3.0 IRFSHR(E T

o HERTH DEHASE LEXR
RRETT

1. F@BAKAE - vepp_edge_ B K&

=

EST ipsec EEEERTE

MAaEH -

ZAITH—InA8ER IPEER 500 esp ah &

@ 5ATx

& RIRE

al

Edge F3E - ptk-gw %
W DHCP  NAT BhE  A#TEE 0 OVeN BE BEHIHM &S Edge 3%3E
WA TR
=50z o
[=H=]]
EETEEEEsn OB
B ki mE o el HETH IR e EBEEs 7
Iv ipsec PIER (& cbnvz, 6 <u 3.3 udp:500:any g
A allow vpn_session EHE CBOO;J f{-‘ﬂ . f{tﬁm = m]
Sv FHE internal any any any-any == O
Bv EHE 175.99.89.0/24 any tep:10004:any e O N
2. mtim R E - EE B
s E &n Acompany.com Bcompany.com Rz
E2p vepp-ptk vepp-ptk 2N )
A% R RS 60.199.153.3 13.67.41.94 A8 R RS
AR I B 60.199.153.3 13.67.41.94 A WAN I 25
A% F 4 10.100.0.0/24 10.8.0.0/24 A+ 4
HEH RIS 13.67.41.94 60.199.153.3 HH#E RS

Z105H




EEREPRETE 3.0 IRFSHR(E T

@ oExEx

EERH

HWEIREL 13.67.41.94 060.199.153.3 #75 WAN I 25
HEFH 10.8.0.0/24 10.100.0.0/24 5 F 4
M EEA AES AES 3 —2%
Ense PSK PSK 3t — 2%
RAEHRAEHR pass@123456 pass@123456 3 — 2%

428 |[Psec VPN

EEH . @

v R T g (PFS) ' ®

£ vCpp_ptk

FE RS 501931533

FHEREL B0159153.3

| EE |

FHETHENE 10100.0.0/24

FHEMEL cior G (LEETRE B S IR R -

HEEHRIEE - 13.67.41.94

HERREL - 13.5741.94

IMEAME AR 1P ~ FQDM 2 any =

HETHEE - 10.8.0.0/24

L
>
e ]

#5106




@ oExEx

EERH

EEREFAGEEE 3.0 B R E T

3. PIFREMImFAIMNBEN, SERESZIUKNAVRR, Ml A E 5T

B ol U2 AL T

THAREL CIDR 38Z 1A (LIS E SRR IR -

N3

SEARTT LB passthroughSubnets=1921681.0/24, 192 168.2.0
InEEEE AES

e PSk_ v
WEAAER ® |
B

AR

EEBAHR TR (PoK) BHFRE G ES (BT BIREGEEN - IRz Pk D
SRIE O PoM BB ATRETHTTHRERERERE -

Diffie- Hellman EEEH DHZ2

L4
>

o |

4. Session Type #1Z Policy Base session

E107H



RIE !

Diffie-Hellman ﬁﬁﬁ OH2
Digest Algorithm SHA
IKE Option KEw2
IKE R

Session Type

Policy Based

faE =8

. BRRE M In R o] B 38 (Guest OS B3 K id th A JR A B B 8 AR 75)

[rootBuvappcl-vZ-wmdZ tmpl# telnet 18.8.8.4 3389
Trying 18.8.8.4...

Conmected to 18.5.8.4.

Escape character is

telnet> quit
Connection closed.
[rootOuappcl-wvZ-wmd2 tmpl# _

= Administrator; CA\Windows\system root@vappci-v2-vm02;~

18.1068.8. 134' time=52ms
a.1 b time=52ms
time=66ms
time=59ms
time=59ms
time=! 59md

1A.1PA.8.10
1alie8 0 104

0 £ £ G G £ 0 L3 0 £ G G Cad ) 1 € £}

1@.100.0.1@

cs for 10.1P8.0.184:
Sent 828, Received
ound trip times in milli:
Minimum = 58ms. Maximum = 92ms. Av
ontrol-C
C

zsUserssrootl >

ZE108H



@ 5ATx
& RIRE

SEATAEE

oA

3.0 iR ISHRE T

11. FhhR-5%7E 40 4 E 5% 5 i PO S
(VDCNetwork)

XIULEE@EA 2023/9/5 BB ERFPSMBRERAFRSE -

EHE>MEERDL

vmw VMware Cloud Director EH P

& vApp: O

o TWM.com-VDC
® TWM-Lab @ iaas3sit.taiwancloud.com.tw
EEER CPU 0 E=EalA
0
vApp
0O MHz 0 MB O MB
0 (% 0)
#iT PIEREHEE
FE R FEuE R T Fial R
HIFHIEE FEHIEE R E

ZE109H



@ 5ATx

& RIRE

EEREPRETE 3.0 IRFSHR(E T

AR S O] LA F YRR E IR S E R P O ES -

vimw VMware Cloud Director = = LenpTi

{ FrEEREERTL 1E<: laas3sit.taiwancloud.com.tw | & TWM-Lab | ZE 40 TWM.com-VDC

s
VApD
EE e 4 o SREE R CIDR SRS

Ha R

T 3 AE 48 R 3R ) o AR IS

PHEMAE > -

vimw VMware Cloud Director = = LenpTi

L TWM.com-VDC

2 FE

VATD B

EEIEEE P T RE i CIDR ARG

FE

1105



@ 5ATx
& RIRE

SEATAMH

oA

3.0 fRAHRIET-T

RREERBIABERER DL -

HrigaHak VDC i [

1 &E
© =B
2 R @32 27 VDC gy

HUH =3

ClREZET = HEANME - VM ZREEINRFFEESER

HridaH4k VDC 4EiE AR
1 &

2 @EReEEY © BEis

HYH L= P=ry

F111H




SEATAMH

Yﬂ%

#FIECR 38R0 Edge -

3.0 fRAHRIET-T

@ 5ATx

& RIRE

HrigaH&k VDC 4%
1
2 R

3 Edge #ig

Edge i
18 0 SRR $HE8 VDC @i
© TWM-Edge 1 0
¥1-1{ZEdge g £1@
sy e ®

RFFHYEEE VLAN @ )

A 3H E5 ‘ T4
LIERREHYHNETE - BE CIDR REAHB[EE IP/subnet mask] -
Friganssg VDC 48k —fig
1 EF
4 ERP-Network
2 FEpEEE
R
3 Edge #ES®
4 &
4
SEEBNSE » o
s CIDR * 192.168.88.254/24 ®
JtH [©)
BUH t—# F—%

F112H




@ 5ATx

& RIRE

SEATAMH

oA

3.0 fRAHRIET-T

A IP £E&F L RE CIDR - il —Fk#E - MERZERE 200 @ IP - #igE

i
HrivaH4k VDC 481 FERE IP £l
1 B 5
B CIDR  192.168.88.254/24 ()
2 R 1P RE
3 Edge ey A IPE£E (180 192.168.1.2 - 192.168.1.100)
4 —
192.168.88.1 - 192.168.88.200
5 B IPEE
IP fr4i£85+ 200
B4 b T—
o] B1718%E DNS Server - & ESEE 4 DNS 61.31.233.1 #4 61.31.1.1
Hthyn 8.8.8.8(google) -
HrigaHa VDC 4giEs DNS
1 &m FE DNS 61.31.1.1
2N 2 DNS 8.8.8.8
3 Edge #if
DNS B
4 —
5 BT IPEE
6 DNS
LA =% IE—rz

1135



BEREFREE

R EBRIR

0

3.0 fRAHRIET-T

BLE - FIEEFHIE VDCNetwork 5258 -

@ oExEx

EERH

HriAak VDC 4eis

BIIF5E AR

1 E=E
HilE
2 Eppmi )
= © iaas3sit.taiwancloud.com.tw
3 Edge &% L] & TWM.com-VDC
4 —4 g
5 5 IPEE Zi8 ERP-Network
B
6 DNS WRrsan B R
b 44 « TWM-Edge
7 BE0#sERK e ,
SEERREE {ERID
FIFHIZEE VLAN &
%38 CIDR
EEHERIES &
s CIDR 192.168.88.254/24
I IPER
~ e
it -
VAPD #ig
B £ RE [ CIDR R Emaex EFEAH 1P #
=B
ERP-Network eh i 192.168.88.254/24  Dlskeh & TWM-Ed... 0%
v
faf
Edge
ER- =" g
B ALHRE
EFEEA

F114H




@ oEXTA

& RIRE

EEREPRETE 3.0 IRFSHR(E T

B AR 48 12 B B i o O AR IS

RIS ERER P OME" ERP-Network” ZERZ vApp @ HEE

EMK vApp BEEFAE -

VAPP

BkinE 418 SRS BRI
1EEHESES am T« HRAESES
I

29 X (EEAEEE@

- uri; 2023/05M17 _E4137:43
mETE wayne
EEEEEE EE

#EE e

34GB 4GB

ik w FHEN |

WmE

1155



EEREPRETE 3.0 IRFSHR(E T

oA

AR > HTIE -

@ 5ATx

& RIRE

& FRP-SERVER - B dh EIFEA  WEMAT  FASE v
EEEEHER
—2
j vApp BEfE R EEE
2
EETE TR
HEEE = T ges8 RliE CIDR i)
ERAE
ez
P
BEIEHE>EE ERP-Network> BhEEFT1E -
HFHERE RS 2 ERP-SERVER -
A
« Bt Bk
#HEE VDC Seficaiay
2T T+ HREE $HEE VDC FS3 CIDR AR BEEESE BfEN P 25 F£H EAGEE
© ErPNetw. | @ TWM.com.. 192.168.88.254/24 Epim 0%

F116H




@ oEXTA
& RIRE

EEREPRETE 3.0 IRFSHR(E T

IEB5 7 ERP-SERVER #&#9 VM NIC « #4A" ERP-Network” #3&olF8 -

4mER | centos7.4-template | 1Y NIC

[ @ EHTEREET  NIC EEA Sy -

g FIEEBRE VAPP
NIC FE NIC EEg FrERE E.1s IP 5t P P g
0 VMXNET3 3

£ ERP-Network e

& vApp ERUMEEEZR - JURBEZEESR VM ERBENIBE -

i’ vApp > ERP-SERVER

&5 ERP-SERVER Bgh EFHAE  SEREE  HE®E v

R ST vApp &E8% a

EEEE @ centos7.4-templ...

TENC 1EZ8

FEMELIERF

HERRE=

F117H




@ oEXTA

& RIRE

EEREPRETE 3.0 IRFSHR(E T

AMERENPOAERIA DHCP AR?S

JeEIAEERIY o H o BEEEEEGHEL DHCP THREHY VDCNetwork
<

valm)
4t
a2 Br e
VApD iy
EEHEE &M% 2 RE R CIDR A DmeE
FELERE
ERP-Network| © Em 192.168.88.254/24  Ejkk & TWM-Ed..
© s
WEB-Netwo.. @ ¥ 192.168.2.254/24  Ejak & TWM-Ed..
s
Edge
B g5E

RIS DHCP - THE RoBilPA 5 Ry B K E A & IR BUHHIERE -

4 HeE

VApPp

¥ ERP-Network s

—f

DHCP &
P &=
smhe P &E @ IH4EREHRENE DHCP o

DHCP SR IP (Uit RGBS, VDC GRstom i

DHCP s o CRACE =2 g
IP R
ZLEHE

118H




@ oExEx

& RIRE

Yﬂ%

EEREPRETE 3.0 IRFSHR(E T

AU -

EtH DHCP —fiax

1 —RERE +u5s

DHCP 5%, @ Fre
R ILIRRS EIRERAGIADET DHCP SRRRING DHCP IP o HOSINRS
Clamat T RIS LRSS Edge PERELE » H5 EARRMES o
O mis
(8 Edge 9 DHCP BRFSZRARIG DHCP IP
L1553

DHCP il 8 B ERIERMX T TR DHCP ERLAEPIETER DHCP
15186 3%

FeREEst P it ¢

P (iR R RS T MRS A — 5

e © ! e

K Tt

S

TE A% VDCNetwork [E]4ES#I[E] IP > ) F = RNEEHSEHIZ:E VDCNetwork EFFE IP
S0 1P A -

EiF DHCP DHCP ££& X

1 —fEE ,
i
2 DHCP £E
= =

3 ##5 DHCP g9 DNS 192.168.88.231-192.168.88.250

b

4 RIS

1{EEE

IP (kR 20

F119H



@ oExEx

EERH

EEREPRETE 3.0 IRFSHR(E T

DNS 73534 77 & [ 48 DNS 61.31.233.1 £l 61.31.1.1 s H 41 8.8.8.8(google) °

#%38 DHCP & DNS

DNS {a] i3 61.31.1.1
8888

EZFH DHCP %3 DHCP /Y DNS X
1 —Rae BRI DHCP MBS E IS » J56E DHCP
" FRFSEUSEL: DNS IP - B ELIFTREWI{E DNS SRS
= eni e SHHERE  TTLUEFE IPV4 5 IPV6 frit -
3 548 DHCP & DNS DNS {5251 61.31.1.1
4 REE=R DNS fafg2s 2 8.8.8.8
BH E—% T—%
T RrHRAEE -
B DHCP BN 5E R X
1 —fERE
—fEERE
2 DHCP &=
18z < [EiE
3 3% DHCP g9 DNS =IEER P {irik 192.168.88.254
TH FrshE 1%
4 HERINETERR
DHCP £&
= 192.168.88.231 - 192.168.88.250

F120H




SEATAEE

0

3.0 fRAHRIET-T

[5]%1] DHCP 5 1 ] & e E 21 Az iR 5 -

@ oExEx

EERH

) >
# ERP-Network  ms
VApp
REHERES =
—*& DHCP  &#
—8 PV4 22
© @ o —
@R —s A
1548
v H TR 192.168.88.254/24
H30 «» 38 (TWM-Edge)
EFERA SIS P firdt 192.168.88.254
@ woE = e O fem®
—& AR 1%
bR
#=E DHCP £&
Kubernetes [FE( L
IP {irditiR 5t 20
BE 192.168.88.231 - 192.168.88.250
v
e B z~ 4la B Y = i =
[EHEEESER] DHCP » o] ZRE HEEERHY NIC HETT4R1E -
FRiE vApp > ERP-SERVER > centos7.4-template
el =
@ centos7.4-template MEAEE  EE) WEB If&  RENERISE  FAHE v
vAPP EsEE
—#& 154
F2isER
v =103 W ATR 935 [CF°F: 1P e B 1P
- A
o VMXNET3  ERP-Netwo 192.168.88.1

$F121H




@ oExEx

EERE
EEATREAE 3.0 IRFHRE Tt
i 1P FEREE Ky DHCP - MRIBFE R TR AGEET » NIC B A G A5 -
4mER ' centos7.4-template | /Y NIC
l @ FHITEIERT > NIC BBEA FHEHY -
R HIBIMRE VAPP
NIC FE NIC eide AR W3 IP 838 P
o VMXNET3 ERP-Netw WaE-P R
DHCP
< >
- P EE S
e e

PR AR R e 25 L4 DHCP = XEUEE] IP -

o

VApp

FRB vApp > ERP-SERVER > centos7.4-template

@ centos7.4-template

EREEE
—#& e
v B AT
=
> VMXNET3
v

FAPAEIR

e

ERP-Netwo

fi@h WEB X8  B@BRRIESE  FAASHE v

1P #58 1P firdik Sh8 1P i ik

DHCP 192.168.88.231

MAC

00:.

$F122H




@ 5ATx

EE KB AR TIZE 3.0 R HE(E A

12. #ilf-Edge BIE
XU ENEA 2023/9/5 BB ERFSBRERFSE -

Edge BEAZ/ OB AERBRTE - UM EFIXKE - NAT - B8R

IPSec VPN INBEMERAR -

BRE>HMESERP/OS>Edge>FE

vmw VMware Cloud Director BRI
EHEEHPL
=
© & on HHER 1 O EEEREL 5 vApp: O

o TWM.com-VDC
& TWM-Lab @ iaas3sit.taiwancloud.com.tw
EREL CPU AoiERE =
0
vApD
0 MHz O MB 0 MB
0 (£ 0)
1T RIS
RElRE btising Pl R
R FINE HEHIEE HEESIRE

vmw VMware Cloud Director g

{ FEEEEAETL nE4: laas3sit.taiwancloud.com.tw | £EZ5: TWM-Lab | =& 4.0 TWM.com-VDC

bl

&
~ Edge [#H
4 FE

vApp

EEt R
£ 0 i i S

TEEIERER]
e g © | "wWM-Edge © E# O TWM.com-V... 2EE

51235



EEREPRETE 3.0 IRFSHR(E T

‘ SEXFK

EERH

<> TWM-Edge # voc masps
A
—& v —fg
BEERH &7 TWM-Edge
BB gkBE Q E#®
B KA
NAT L
Poec VRN SR B T
EgCrES 457 NSX-T
— e
[ELE =
Fais e
%%g?iﬁ 1%%3@%5{#:‘5 E’n Etim:r E
P &
g%?:ﬁiﬁﬁ@%i v BE
HEREER O O TWM.com-VDC
P &R
P EE? éﬁéﬁi c'IDT: TWM-Lab
DNS <

F124H




@ oEXTA

& RIRE

EEREPRETE 3.0 IRFSHR(E T

Bk i Ed NAT 25 Al
KA > REE R 8

< TWM-Edge 1 voc pmaeme

e # &8 A TR AR AR By e

@  default_ru.  FERRfE EAH 5 £ 2 EE

ZEZUREMKBEE—ERREMUHORERFERA -
RHEERTIE A EE Edge FIKIER AN -

drER RN
L Bt E- 1] HREE BEFRIE:R R Bk EF 1P ERE ok SHiR
& B detauinie TEME EEE : 2 Il #E PuAIPVE SR
A RIRA 2 - TR AR A RUHARES -
PErEe
TEIR S B TE L33 2 BEE
R Bl Rl s EHER iR HifHe FE 1P BEE o i
o o ! ERETE @ - 2 02 -0o s » -
£ derautrue  vE E : 2kl 2kl . PuARIPG A

ERRAREIRENENS - EARE -

AREEHINN
TEIR S B TE L33 2 BEE
R Bl Rl s EHER iR HifHe FE 1P BEE o i
Cutbound 2 IPv4
0 o 1 Y pumee @ - Solp s ole  ZE ! » -
£ derautrue  vE E : izl izl e Pva fiPve EEH

5125H



SEATA

& RIRE

EEREFAEHE 3.0 RHHRIEFM
S IEER EN AR IR B EE R B &R (TCP/UDP)
EEHE A2 = X
EEREMERES a»
18 ¥ R EH wmH N SEE M e
IEE 7
DB R HARERER -
EEHUERTE X
B [ @)
(B =rEmevEs
£ ) HER R B DB e R 2
AD Server AD Server i TCP: 1024
Active Directory Server Active Directory Server HHE TCP: 464
Active Directory Server _ Active Directory Server HE UDP: 464
CIM-HTTP CIM-HTTP HHE TCP: 5988
CIM-HTTPS CIM-HTTPS B3 TCP: 5989
DCM Java Cbject Cache DCM Java Object Cache s TCP: 7100
DHCP, MADCAP DHCP, MADCAP HE UDP: 2535
DHCP-Client DHCP-Client HE UDP: &8
b4

-5 ERERES - S108

$F126H




SEAFRAEE

3.0 fRAHRIET-T

SEATA
& RIRE

s s ’— s £/~ SER
MO EREETIREREE -
EE LT IO 5
HEHUE R X
SRR RATE R [ @)
D =wEmevEs
~
&l + HE wmu M FETOE M e
AD Server AD Server TEEE
ctive Directory Server Active Directory Server HHEE izl
e
Active Directory Server Active Directory Server _ g {EfAl
CIM-HTTP CIM-HTTP e i
&
CIM-HTTPS CIM-HTTPS i
DCM Java Object Cache DCM Java Object Cache B
DHCP, MADCAP DHCP, MADCAP i UDP: 2535
DHCP-Client DHCP-Client i UDP: &8
- —r— —- o L .~ — »
¥ 0-10 EERER £ 4108 1/28 » 2
SEE TG < JLES A O S =]
PREAR - BROMEnERTIREARERH -
AREEHINN x
TR (Rl 3 BEE
* ozm R s EHEEL i Hifate iF PRAEE | E# B
Cutbound 2 IPv4
o o o pmaes @D - 2 -0 -0 IH ¥ a» - 2
# [ default_rule SE B 2 2 Ei = IPvd FIPve  EiEH
et eyl X
TR T B BIUE
* owmm L] i EHEE £ =1 #iE PEAEE | wE BT
Cutbound 2 IPv4
o © utbouni ERELS () B » -0 2 - Juit b C' = &
# [ default_rule SE B 2 2 Ei = IPvd FIPve  EiEH

$F127H




EEREFAGEEE 3.0 B R E T

AIERE IP S B - ol ARG EE R R

EEHUACIR T S B4R X

‘mﬁmwﬁmﬁma&nmﬁmﬁﬁﬁi X
AT S EAVEHE - ISRl P& o Rl
ERCE (:‘,-I

=3

EHREEROIRTFE KL IP EE
M| -

FEERFAE

- OJ IR R IR B4R

‘ FERENSE HER B AR R 2 X

SEPE et R |
«©

EX

EEHUACIR T S B4R X

TigEFReREAE
< TWM-Edge

i VDC A PREEr

g

&l

5E128H

CaEE
@ 5*

RFK

EERH

EHEE



SEATAMH

Yﬂ%

3.0 fRAHRIET-T

iéi)\ﬂ%‘s’&%ﬂ%%ﬁ

@ 5ATx

& RIRE

HIAFREEH

HE ERP

EiL)i)

Y

#=HY ERP R fFH>EEME

"1." TWM—Edge £ VDC FEHEE

&8 T

O -crP

8]

Wik AE
NAT
IPSec VPN

A

F129H




@ oExEx

& RIRE

EEREPREEE 3.0 RGBT

FRREHE B BEN VDCNetwork - EAR# A% VDCNetwork BIE B %25
P SEEA -

EHEH TERP YRR E X
(B S=rEEgyEs
ZiE AREE B3 CIDR
ERP-Network QO E®E 192.168.88.254/24
WEB-Network @ E#E 192.168.2.254/24
1 B1-2BRE£2B
wE = pea

ZEARRBEMAER K - BB CRBRE RS -

< TWM-Edge # voc pasme

~

£HEE i =1 = EEEE

W

H

TR

EBFE
% © ErP © E#
-J/"(H_'é

NAT
IPSec VPN

130



@ oExEx

EERH

EEREPRETE 3.0 IRFSHR(E T

BF4H T ERP HUAERRNHRE Bt ES

HERSR EREAEK

centos7.4-template ERP-SERVER

$F131H



@ oExEx

& RIRE

EEREPRETE 3.0 IRFSHR(E T

B K AE AR BB 4RBR 7 ol E FRAFREBFAR N Ol A IP £ 5 =
< TWM-Edge = voc pnasme

#
i

B
NAT
IPSec VPN

ATl -
IP Azt o] XA CIDR AREC/ABIA - oIZiZBAE— IP - &£ IP - 8 -

Wi 1P £
4 Client
Re
Y
IP firkk  &iA IPv4 & IPv6 firhl - $5@83% CIDR @)
192.168.88.100-192.168.88.150
« #R
bEE 77

$F132H



EEREPREEE 3.0 RGBT

[ RIBHKAS AR RIFTIE - AR K BRI FiBEfEE L& 8 P EFIFAE

RIS LRV AR A -

@ oExEx

& RIRE

e

=300 SPE =h i il

Rz »

%m -~
Client

ERP

L

P&

REH

FFAREEH =

SE1-2@KEEFA K 28

EE RE

(m

RAREFEIR D BIET ~ 1EE

- 1BAE

ORFKETHRHEE -

GrER RN

RSN 5L B8 BEHE
* am =51 waE EAE
Outbound
o O 1 prErs @ Ve
default_rule FAIME [543z

530

R

By #fF 1P B NBE 3
> 7 FEF IPv4 ()
P
21 Lt PvasiiPve  EER
BB

B

$133H




SEAFRAE

@ SEATA
B 3.0 RS HERIE T
FRAI IP B EEIE DA IPV4 - IPV6 ~ IPv4 F IPV6 - DI kK ETTHR
B o
1=
4RERH I
TEIR SR TE L5 B B#HE
* £ w5 REE ERES p§ ] By B 1P @R E Dk X
olo outbound Lo @D » y ~ JuiE [z » 0
1Pv4
B default_rie  FEIRME EEE 241 2] 5% ({58 3
IPv4 F1 IPv6
NAT B X iE R AR S - 538 NAT OJ1E NAT B> EhEHTIE -
FRA Edge 3@ > TWM-Edge

g

&

TWM-Edge 1 vbc az+m

F134H



@ suxEx

EERH

BEAREKEEE 3.0 R ERE T

tﬂ%

OREER AN EIEEE S DNAT 51 SNAT - 930 IP I Bhigessig (D thixk
2R O] HBISNER IP - AED IP RFETT NAT EBRAIERHSS IP -

g NAT #HA1 X
PR DNAT
R
4
HrmEE ¢ DNAT
BBV IP firik
shap 1P 60.199.153.204 ® 60.199.153.204 - 60.199.153.204
B9tk 1P &% CIDR 60.199.153.204
ShaBERIE 80
BfEEe
Peap 1P * 19216821
#3EM IP &% CIDR
EERES HTTP V4
WL
SR
EE 3
544 NAT #i] X
26 SNAT
L]
Y
AmEE ¢ SNAT
TSNS IP fri
058 1P ¢ 60.199.153.203 ® 60.199.153.203 - 60.199.153.203
®iEM 1P CIDR 60.199.153.203
Azp P 192.168.20.0/24
ZKilB 1P &% CIDR
Hef 1P ]
bEE 3

51355



CaMEE
=P

RFK

& RIRE

EEREPREEE 3.0 RGBT

iz _EAERAR - SRS REIKAEE NAT AR E RN =-EEIR - FSEHEN

R -
1.
2.

. VM EShIRRREH KR ZRER - VM F)

Web RR#5: 5N EB I AR T LUZELR VM /Y 80 ~ 443port -
TESMERI A ZE HIRER VM A Z public IP 60.199.134.2 » si—ER#EE
60.199.135.0/24 ©]l ssh ~ EinREEE VM -

SN ; olH#E VM IP MNEIZRIRE
1R - TR - RIS ERE] -

VM AIEB 1P 192.168.2.1 - EDGE B9 Public IP 192.168.30.45

21 = MAEGRE - BlweE Dt = 1EI1R
2B ER KRR NAT A SERE - BloDne D =15k -
& TWM-Edge = voc peess
ks )
NAT
= 5
IPSec VPN
BEFRE # | 2m = wm EEES =5 st it
—REE
FBRsa e Tierl-7d2238c9-c25e-49e9.. A BaA 12 {EfT Fust
SEhR &  Tierl-7d2238c9-c25e-49€9. Hif E&H 12 i fuaF
p-41:7
s 1 ERP-WebService EREER E&R HTTPS HTTP  fEfd Edge Public Sust
o
AR WLEEEEVM FREER EgH SSH, RDP e AP Edge Public iF
PE
Rt VMETES ERETE 288 - Client & .
% 4 VPN EEEER =L 192.168.88.0/24, 10.10.10.0..  192.168.88.0/24,10.10.10.0..  FufF
3
IR default_rule s Bt A b %
P EEE
&+ TWM-Edge = voc me=ss
~
fizE ]
—# s4
SRR
B =% = wa = n@IP R wEIP PR Eee P £
s
ki
NAT ERP-WebService-443  ERAETH BE&A DNA 60199.153.204 HTTPS 192168881 443 EisA
IPSec VPN
ERP-WebService-80 ERAEER B DNA 60.199:153.204 HTT! 192168881 80 EizA
RN VMBlES: EEEEE B8 SNAT 60.199.153.204 19216821  f2E Bi=H
—iRERE
RRFE5 12 WASHIFERVM-22 ERETER =) DNAT 60.199.153.204 S5H 192168.881 22 BiEA
HERRARTS . ) o
. WAEEHFEEVM-43  EEAEES  E8E DNAT 60.199.153.204 RDP 192.168.58.1 59 EizE

ISERRLIES

BH7tEERE Server Pool -

E&>HIE

F136H




P SEXFK

EERH

EEREPRETE 3.0 IRFSHR(E T

<> jimmysitnsxtO118-com-EDGE  # voc az +rig

—i% i B B3

55 &l 1
.:\.;/,,'

P ©  RT-pool

NAT

IPSec VPN

$F137H



EEREFAGEEE 3.0 B R E T

HAEREZH - BEGRSFEE -

@ oExEx

EERH

YRER Sk g ElE T RT-pool |

—gEE A=
0  RT-pool| TSRS
e AR e
AR A WERETR ® FrlE
#RaE @ cra
waeawrers @ cE EURSRRERES

80

[ vREES v | ®

kT KBEAE T ERER

—RBE & SS
%7

5oL

& FR R

ik

W SRR

dmEgEE g5 HEE " RT-pool |

RT-pool

WARY

IR EER

RIVIBRE
EIEREER
—3GEE

@ e

ZE138H




EEREPREEE 3.0 RGBT

FIERE - WA SRR - 7

@ oExEx

& RIRE

UREE A HCP AT ER4EE T RT-pool |

®E  sSl

1P frsk BRI ®iE mem
192.168.0.4 © mE @ saH &5
192.168.0.3 © mE @ e58 -

5]

BRERRFBHIG -

<> jimmysitnsxtO118-com-EDGE

]

ERF5% B2 &

= RT-SLB-VIP

£ VDC RAEFEIEY

FRERH

© HEY

[

F139H



SEATAEE

Yﬂ%

HAERRHEEHE - &

3.0 iR ISHRE T

BEERS

ERFHNAsE VTERER -

»

SEATA

& RIRE

T R BREARS

#1  RT-SLB-VIP WS [ }
B TR [ 5 J
ELELH [ @) BHP ®
25 HTTP e 80
#5512 RFAHENSE—A -

BEUIRTS S R

£ REER

jimmysitnsxt0118.com-seg 1/20 52 -— 1

BETERERENNTEZUNER

B SE-FigsEe

£ & AR
RT-pool © HEL

W& RE
EEE O %

A (/@)

2/2

R

RT-SLB-VIP

FE140H




@ oExEx

& RIRE

SEATAEE

Yﬂ%

3.0 fRAHRIET-T

IMAEHE P - olRAES FFSRIRIEE ol FHRYSMED IP -

Hr il e IR TS X
P RT-SLB-VIP JE#%5%8EH - jimmysitnsxtO118.com-seg V4
W ARPHHRE * £5 ]
ELEH [ @) B 1P — @
MeFaiREL HTTP o2l

60.199.153.122 - 60.199.153.124

60.199.153.122

< >
R ERAIESS - BRERE

ST 008 A SR S
E2 { Web-80 PRESS [ #FEH jimmysitnsxtO118.com-seg 4
B4 AFFHREE - RT-pool V4
iR [ @) B P 60.199.153.122 ®
IR HTTP e 80

RUH 77

F141H




il

bty

&
P o1
No

ol

EEREPRETE 3.0 IRFSHR(E T

.I' ESI%%JSSE;E%
O3 E # R E B BRI CREHNERRFE S

R IP
©E#

192.168.123.130

HRE—IND IP HRAZAERTEFE K (exhttp ~ https

fE2)

80

ssh L FHtEEISMNEB IP) O 7%
Virtual Services Y Virtual IP f4 8 A SREREE A @128y 1P #E(T > s @&l M7 ¢
DNAT Virtual Services Pool
External IP Internal IP Virtual IP Port Server Pool | Port
192.168.88.10 | &0
60.199.153.123 | 192.168.255.1:80 | = | 192.168.255.1 | 80 | =
192.168.88.11 | &0
192.168.88.10 |443
60.199.153.123 | 192.168.255.2:443 | = | 192.168.255.2 |443 | =
192.168.88.11 |443
192.168.88.10 | 22
60.199.153.123 | 192.168.255.3:443 | = | 192.168.255.3 | 22 | =
192.168.88.11 | 22
|IPSec VPN
| IPSec VPN 2 i
<> TWM-Edge

A

i

&

IPSec VPN

filf

i VDC AE PR

F142H



SEATFAES

oA

@ ST
3.0 AR TS HEVE it

A C@EhIEHE -

i |PSec VPN i —RRERIE
11— 76 TWM-VPN
2 HERSBESR
B
FRESOEME R1E
> IKE 3
> SEIBEHAS
, DPD &H&&
Ras [ @)

A FT—%
HREGHSBIRE AN ETEHSRE  S0RARILEHAEE -
#18 IPSec VPN @i HEERET
1 —fREE
LS © rsEESR
2 sHSREES
B
JasItLE vpntest &
BUH t—% FT—%

F143H



SEATAMH

Yﬂ%

3.0 iR ISHRE T

AHEEIHEHE A Public IP - 25 Rram ol DU
A8 S IE A\ 7K Hh B F A B

#IRGE I 1P

@ 5ATx

& RIRE

g IPSec VPN i I BhAR B8
1 —RERE A
3 S 1P frh * 60.199.153.204 ®
HEWEET
3%
3 mEMERE 192.168.88.0/24 199.153.204
PAESES RS CIDR (B0 19
1P firdik *
g
B t—%
S== Al L M
EinImEE A E Public IP -
L
AESIE N E IR F A -
¥7h IPSec VPN @i TGRS
1 —fREE ’
2 HEBRSES 60.199.144.206
3 IERMES o
10.10.10.0/24
Y
BAESR5HAgY CIDR (B30 192.168.10.0/24, 212.138.0.0/16
ERRA ®
RO t—% T—#%

F144H




EEREPRETE 3.0 IRFSHR(E T

=t
35D

RERIE °

ok

»

SEATA

& RIRE

i IPSec VPN @i I 5E Rk
1 —gE
—fnE
2 HEMEES
78
3 R 2
E2ETER
4 E= s
ROF
HEERERES
st
kIS

TWM-VPN

TR
O ERA
® EBA

TAseHAEER

A lifs ER 5% T 5T X O R 5 1R

R#FER - EE VPN &

MBERSAEREE -

< TWM-Edge # voc azsms

~

i Loe ]

© TwMVvPN ) ElRA

IPSec VPN

s Lok R EA Y EEHREES] B

EEMHRER

TEHE

*iE P

60.199.153.204 (3)

R P

60.199.144.206 (1)

v

OF

"TWM-VPN | &ratie

b

g C
B AS v bR
IKE BRFSHRAS v BER

IKE B2 R H

v TR
A THE 192.168.88.0/24
HEFHEE 10.10.10.0/24

v —foRg

N

AR 8

EL R 8!

v Lt P — amm

ZE145H




»

SEATA

LRBH
NEY 1B B A= i
BERSNERSE 3.0 IR IRETFH
++ =5 | = I —
GBI RMNEETR -
M [ =S
"TWM-VPN | %z 7ok
. A
RE C
BBk © Raes
IKE AR5 HA4S O raes
IKE 22878 5 No proposal chosen
mEHEER C
v TR
AT 92.168.88.0/24
HETHRE 10.10.10.0/24
v —RRE
ARS8y 2
AT E8)
R - 2/
2z S= >
FKiERE@mRE -
HmER R
RS LS B BHE  BEEEEMNE
* am 651 R B ER S =151 BFF PEABE | sk Ei
3 Tier-7d22 S5 EeH E30) 530 ST 28
N e :r“s; Egﬂ ‘itﬂ ’D:; B:%
© 2 1 VN EHEELSE CoRAE = 192168.88.. 19216888 #uif IPv4 &R
(3 default_rule TFERE BRHE = {F47] {E4a] it IPva fiiiPve  BEH
< >
4 B8

F146H




@ oEXTA

& RIRE

EEREPRETE 3.0 IRFSHR(E T

RERERZE ST ping 8

1p a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 gdisc noqueue state
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 brd 127.255.255.255 scope host lo
inet 127.0.0.2/8 brd 127.255.255.255 scope host
Z2: eth0o: <BROADCAST,MULTICAST,UP,LOUER_UP> mtu 1500
linksether 00:50:56:01:00:d5 brd ff:ff:ff:ff:ff:ff
inet 10.10.10.1/24 brd 10.10.10.255 scope global ethO
ping 192.168.88.1
PING 192.168.88.1 (192.168.88.1) 56(84) bytes of data.
64 bytes from 192.168.88.1: icmp_seq=1 ttl=62 time=1.59 ms
64 bytes from 192.168.88.1: icmp_seq=2 ttl=62 time=1.09 ns
64 bytes from 192.168.88.1: icmp_seq=3 ttl=6Z2 time=1.20 ms

[root@centos?4-template-881 “1# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue sti
link/loopback 68:00:00:80:80:88 brd 80 :080:080:00:060 :06t
inet 127.8.8.1/8 scope host lo
valid_Ift forever preferred_Ilft forever
inetb ::1,128 scope host
valid_Ift forever preferred_Ilft forever
2. ens192: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 qd:
link/ether 808:58:56:81:85:a5 brd ff:ff:ff:ff:ff:ff
inet 192.168.88.1/24 brd 192.168.88.255 scope global
valid_Ift forever preferred_Ilft forever
inetb feBB::258:56ff :feBl:5a5/64 scope link
valid_Ift forever preferred_Ilft forever
[root@centos?4-template-8681 ~1# ping 18.168.16.1
PING 16.18.16.1 (16.18.18.1) 56(84) bytes of data.
4 bytes from 18.18.18.1: icmp_seq=1 ttl=62 time=1.33 ms
4 bytes from 10.18.18.1: icmp_seq=2 ttl=62 time=1.19 ms
4 bytes from 18.18.18.1: icmp_seq=3 ttl=62 time=1.19 ms

F147H



. S5EAFK

RREH

l\

EEREPREEE 3.0 RGBT

13. BRA— : ZBBRAZET VM BIREE
5155 AR
ERERRASEBERES  SBEEE 30 FA LR VM -

inte rnet P— e Met o z
BE— : SRR AEETWEREE
BEEE
1. Grouping Objects
2. Firewall
3. NAT

firewall
tcp 3389

Load Balancer

on-premise 60.1599.153 50
60.19%.134.5
|
|
|
|
CentQS57.7 | Windows2016 Windows20156 CentQ57.7 CentQ57.7F
SFTPO1 (tcp22) Web01 (tcp BO) Web02 (tcp BO) DB01 (tcp 3306) DBO2 (tcp 3306}
192.168.0.11 ' 192.168.0.1 192168.0.2 192 168.1.3 182 168.14
i 152.168:1.1 152.168.1:2
I vAppWeb vAppDB
fEH—

AIE

1. #7318 vAppWeb
2. #1171 Web VM

5148



b CalMEE
‘ (=P

RFK

®ERE
BB R EIERSE 3.0 RS HE(EFHt
R EEH
1 Grouping Objects
1.1 EHEAEEE> "Edge. > "EREMR .
vim vCloud Director
{ BrESEGL
«
Edge
it i BHEE
VAR ’iE &l
Bstal ()] taiwancloud-com-EDGE
iz el
@ fEk v
e
1.2 BHE "EAMEL > TIP &L > THIE
Edge {34 - taiwancloud-com-EDGE
[ i DHCP MNAT o= = VPN SSL VPN-Plus g BEsHYE
IPFE MAC £ B FEEDis
P 8
&8 2R
13 WARTEEAIPE  FHE "{RE
Wikg P &2
258 I on-premise I
Hot:|
1Pk
601991345
2 Firewall
2.1 FHEMR> "Edge. > "HRTEMRE .

F149H




“Eﬁ%ﬁ%ﬁ:

EERH

EEREPRETE 3.0 IRFSHR(E T

vim vCloud Director

¢ FEEREL
&
Edge
it N B BT
VAR tkiE il
HEEE
@ taiwancloud-com-EDGE
EEEERE
2 g e
Eid

22 BRE XM, > T+
23 BARTE

= &g 2|

1v firewall AE (B

2 I on-premise I ERE

- FINYL im= T
24 B R, > T+

% r
b2 HoE =]igh:1s
AE (=) vse Ea ]

ERE

25 EHTIPE, SENEASRE ">, >EHE TRE

#1508



EEREPRETE 3.0 IRFSHR(E T

2.6

SEATA
EERH

EHIF

EELTEESE P&

-

b=

ins

HRiEE:

ke oy

an-premise

miE T ARFS L >

Aoz T+ >

AT EER "TCP, >
HevitEemA 3389, >
mniE T IRE

e B
vse Eat
on-premise fEfE

i3 e
Ea =2
1 [+ J ==

F151H




,"Eﬁ%kébt

EERH

EEREPRETE 3.0 IRFSHR(E T

T e i

BRI E TCP

RS any

I R A B e A PR e
He e

HRT FEAT QE EILHAIE TR R

27 BESE LS "HEESE,

e 2

b et
A SRR EER R EE o @ L M o
seE ©
=]
= #E B L L
e se

3 NAT

3.1 EAEMIE> "Edge. > TEREMRS .

v vCloud Director

¢ FEEREL
«
Edge
i 4 v T
VAR tkiE il
HEEE
@ taiwancloud-com-EDGE
EEEERE
@ dEp v
£RE

3.2 RBhE "NAT. > " +DNAT &Rl |

Z152H




3.3

34

AR EFAEEISE 3.0 RFSERIE T
el = DHCP MNAT BEH HHEHES VPN
NAT44 3HHI
’ + DNAT 3RE] ] ’ + snaT 3RE) ] [ F4 ] [ x ]
gz EEEEzeEs P

ZEEVRYR IP(LEAI4 60.199.153.1)
EZHUEBAIHBE TCP
i A [R5 IR 3389
i A BEEER IP(UEAIZA 192.168.0.1)
i) A\ BEEE AV IR 3389
hE TRE
Brig DNAT #H1|
ER default-public-network - ’
R 1P/EEE - 604991531
#
BT =N
[FhgEiEE 1389 -
ICMP 285
HEIERT IP/EEE
L T — .
s 1P {irhk
R SR N
BE %5
MEEE LN "HREES
';;"*;;:gig f AT VPN SSL WPN-Plus = b i
N‘ATTEL?QUU — —" e

(=%
@o"

RFK

#5153




¢
o
i
>
em

»
il
=
b

EEREPRETE 3.0 IRFSHR(E T

4

a3 8 R 7%
=lmEE RDP &

ibﬂ'_'l PzE 60.199.134.5

4.1

ZE154H



S5EAFK

LB AT OEEE 3.0 RIS o

14. BR_ . EBWLEETEREH
15155 AR

ERERMAZEZBEMER  HEETE 3.0 Fa LN VM ETERGH -

H2R

]

internat . infernet = R

B . SRR EETREES
=EER

1. Grouping Objects

2. Firewall

3. NAT

firewall
tcp 22

ENAT/DANT
on-premise 60.159:153.1
60.199.134 5

Load Balancer
60.189.153.50

CentOS7.7 Windows2016 Windows2016 CentQs7.7 CentO57.7
SFTPO1 (tcp22) | Weh01 (tcp 80) Web02 (tcp B0) DBOL {tcp 3306) DBOZ2 {tcp 3306)
152.168.0.11 192.168.0.1 192.168.0.2 152.168.1.3 192.168.1.4
| ! 192.168:1.1 192.168.1.2
vAppWeb vaAppDB
fER_—

#1555



EEREPRETE 3.0 IRFSHR(E T

AIEF5

1. ¥7i& vAppWeb
2. #131 SFTP VM

REEB
1 Grouping Objects
1.1 EEAKE> "Edge. > TEREMRT .

vim vCloud Director

¢ mEEHEDL
&
Edge
VA
R 1R il
HEREE S
& taiwancloud-com-EDGE
TELERE]
2 i e
sl

L CalE
@ ="

RFK

EERH

1.2 FhEE TEAEMMA L > TIP &L > THEE,

Edge [#]i4 - taiwancloud-com-EDGE

k= DHCP  NAT BEe S VPN SS5L VPN-Plus E= || EEbE

P& MACE ¥ EEE4E

P £

=18 R
13 WMAREHEIP®E - E "RE,

Hikg 1P £

e ]

e

IP it -

601991345

5156 H




@ o5ATx
EERH

EEREPRETE 3.0 IRFSHR(E T

2 Firewall
21 FAEMR> "Edge. > "EHRTEMRE

vim vCloud Director

< FrEEREEL
&
Edge
i prE 2 airih gt FHHE
A
bz iRz il
g o)
& taiwancloud-com-EDGE

TR{LLERRAl
2 iE% v

s

22 FHETHRKE&EL > T+
23 WARME

e i =
1v firewall AE (=)
2 I on-premise I ERE
24 BRE TR, > T+
mE el By
I () vse A

25 EHMTIPE SENEAESRE ">, >FE TRE

#1575



EEREPRETE 3.0 IRFSHR(E T

2.6

BEXFKA
BERH

EHIF

EELTEESE P&

-

-

s

HRiEE:

g
s

an-premise

miE T ARFS L >

Aoz T+ >

AT EER "TCP, >
HAvitERR@mA 122, >
mniE T IRE

e B
vse Eat
on-premise 24

iy 4 e
e B2
T (+ J ==

#5158




,"Eﬁ%kébt

EERH

EEREPRETE 3.0 IRFSHR(E T

Hr o e

B R

s arly

TR RS B g ELLHEE AR E A EEE
EHYHEREE

FELERT RS AT A E EIHL RIS HE T REEE

27 BESE LS "HEESE,

BXE®  DHCP = B8 #an

b et
A SRR EER R EE o @ L M o
seE ©
=]
= #E B L L
o o = =
e se

3 NAT

3.1 EAEMIE> "Edge. > TEREMRS .

v vCloud Director

¢ FEEREL
«
Edge
i 4 v T
VAR tkiE il
HEEE
@ taiwancloud-com-EDGE
EEEERE
@ dEp v
£RE

3.2 RBhE "NAT. > " +DNAT &Rl |

ZE159H




EEREPRETE 3.0 IRFSHR(E T

3.3

34

CaEE
. (=P

NAT BEEH

(2K e DHCP

NAT44 #H Al

’ + DHAT 388 ] ’ + snaT 1B ] [

gz EEEEzeEs P

EAVRYE IP(EAIZ 60.199.153.1)
ZEAERN FE TCP

WA RInERIE 22

i A BERERY IP(EAI7S 192.168.0.11)
I A EERERIE 22

mniE T IRE

RFK

EERH

i DNAT £H
el

EHR: default-public-network

IRhE 1P/EEE - 601991531

BiE Tep

[RhEEER 32 -

ICMP 388

BECEAT IP/ERE 192168.011

SELEATERR 29 .

R P firhk

SR "

£ >
1B i 28

MEEE LN "REERE,

&mxmmﬂzp_ fEES 1
NAT44 I

Sowaram | [+ suaram + 1

cbiogetiin-pt ShiNe ]

R R L AR R 5l bt BamA £ g ®/E
fst b2 1% {13 f 2

#160E




@ suxEx

EEREFAGEEE 3.0 B R E T

4 1 HIARFS
41 wrBRIEE

EERH

;tﬂj IP &= 60.199.134.5

[E] web01 - sitp://root@60.199.153.1 - FileZilla

BEF [EE BREN Sz GEEG) SZ:EE HEH) BEFE
= --H|ﬁ"1° x ¢|¥ Q ~ &

-|
-I-L-l-

g == |

|E%!Eﬁmr[

| =@ |

E(N)!

8- Connected to 60.199.153.1
HE: FTERNSBE®FE_

LU

#LEE: Listing directory froot
A WMES root” fIE R

b Es

15. EH=: EEHEIERT

1515 &% AR
EE Web HILRZEHEH FERFEMNAREFN - UiEEIRES

HEls - EFRNEORIES Web BY VM -

St B8

F161H

pEliEEHa



EEREPRETE 3.0 IRFSHR(E T

. SEXFK

RREH

|BR= - EESERE
SEEH

1. VDC network

2. Firewall

3. Load Balancer

firewall
tcp BOBD

Load Balancer
60.199.153.50

CentD57.7 : Windows2016 Windows2016 CentD57.7 CentD57.7
SFTPOL {tcp22) | Web01 {tcp 80} Web02 {tcp B0) DBO1 (tcp 3306) DBOZ (tcp 3306)
152.168.0.11 192 168:0.1 192.168.0.2 192.168.1.3 192.168.1.4
! 152.168:11 152.168.1.2
vAppWeb vAppDB
fBR—=

AIE

1. ¥7i8 vAppWeb EFIE Web VM
2. ¥ vAppDB EFES DB VM

iREEE
1 VCD Network (DB)

#162H



BREAREREE 3.0 FRAEIRIETF

i i AR IS > IR

vm vCloud Director

@ oExEx

EERH

{ FEEREL

vApp
RS
TELIEEE]

2R

Edge

«

i HE Y.

=il (o ¢ if A8
taiwancioud-com-NET %)

@ v

mniE T EPmEE

i AR CIDR(ILAIA 192.168.1.254/24)
AR IP ERBEE "HIE,

DNS & EfE1E
RO T 5TRK o

Jrigaias VDC $Ers

1 iEpeEmE

2 —f
3EEPEE
4 DNS

5 ENgEsERE

iz sp
SEUSER e AR

O ciEn

FEARRVEOIERE IR IR SE 2 IRBENIRIR » Rl VDC PRIERSIR T LURRBTIRE -

O B

BRI HEREIRE Edge REEIRIES VDC SMER SRS AR TR B

O EE
EAERIAEERS B R R B AER S

Hriganas VDC 4

1 HEpEE
2=
3BEIPER

4 DNS

—‘ﬁ“'

5L

ZiF I taiwancloud-com-NET-DB I
BHiE CIDR * 192.168.1.254,/24

IR

F163H




EEREPRETE 3.0 IRFSHR(E T

BEXFKA
BERH

Wrigaaak VDC dgps FHRG IP &
| BEEE fHiE CIDR 192.168.1.254/24
2 5 P RE
#iA P @R (fEEh 192.168.1.2 - 192.168.1.100)
3 EEIPEE
192.168.11-192.168.1.200 i
4 DNS —
5 Hl%sEsk
Frigaaak VDC 48R DNS
1 ﬁ%ﬁ E% DMNS
2 —#& #E DNS
3BEIPEE DNS 38
4 DNS
5 EMEEEE

F164H




m

EEREPRETE 3.0 IRFSHR(E T

13

‘ SEXFK

EERH

Hrigaaa VDC 4Rs

1 FEEE
2
3EREIPER

4 DNS

5 EmsERR

BRI 5ERY%

fEEmE T —~ER FEWEAAER VDC FE - SichHeE - ST (=l -

&=l taiwancloud-com-MET-DB

REA
il CIDR
1m2E A Bies
F%E DNS

RE DNS

DNS EiE

AR 1P R

192.168.1.254/24

19216811 - 192.168.1.200

HH i
2 Add Network(Web)
21 vApp > BRE vAppWeb FAIER > #HI8 > #ig
&«
ERE vApp » vAppWeb
g [am
o v GAlvAppWeb
vAPP .
ety <y o HEEE= HrE g
EEERS
fafERE] vApp B vApp ##AEE O
2 HEpE b 55 4
HEE
HiF T or itk
Edge
< taiwancloud-com-NET &
b 3

2.2

ENRID R E Z 488 > g

#1655




EEREPRETE 3.0 IRFSHR(E T

2.3

m

P SEXFK

EERH

© i voc | O vape @5

FEHERE I ZE vAPPWeb
e}
k= B T
& I taiwancloud-com-NET-DE I

Ei%E VDC

¥

andrew.com-orgvdc

B ¥ FEHH eEas ¥ EXAM 1P ER

192.168.1.254/24

(=l taiwancloud-com-NET-DB 0%

EREER >

$ARVEERE VMXNET3

"
EE

B&E:H > tEi2 > NIC > g

= VA S (It & taiwancloud-com-NET-DB)
A VM BRETT IPRTE

&
R oS
i

4 EE v swERES TH FEEEES S i C

VAPD

S FEREHEER

el Web02 Web01

@ iz |29 v Microsoft Windows Server 20 R Microsoft Windows Server 20. F
EBIEER ElsER
ERE
Py il cPU #E
Edge 2 TR 2 KT 2
et o o VMware Tools ) ot VMware Tools
8192 MB 8192 MB
S &rE 4 © e @ 1B
2 taiwancloud-c... = taiwancloud-c... =

EIEET

SEERE]
@ B 2 ghie v | sz ghie - | smE

—HE

NIC
b
EE NIC NIC [=s] A ERAR Eaky 1P 35 1P firik
o 1 VMXNETS taiwancloud-corr B9A5 - FH PN
g I VMXNET3 v I Ita‘\wanc\oud-corr ~ I I FBEE - i ~ I 19216811
L L L

#5166 E



EEREFAGEEE 3.0 B R E T

l

‘ SEXFK

EERH

3 Add Network(DB)
3.1 vApp > Bh¥E vAppDB &%

#167H

ME > B > i

NIC
kit
X% NIC NIC =1 R A RA R iz P $#15% 1P firik
e Iﬂl I ! taiwancloud-cort ’I I FHBE - FH) -/I
-] ! VINETS tatwancloud-corr T 19216802
B EEEs
T E" » EEE » HEFNEEEE » RESES |
FasE . CESERERSE umsEEs 0 SxessEEs 0 SEEEs
B Ethernets = < |
i EEEEEAEEE 45 (TCR/IPW) - AS >
=
—&
NETMERTESENL:  ToLIRNSExERMIPEE - 25 48
EEEELXACEEFENIPEE -
B QEAREPTILO)
I @ EETHIP sy
[
i 1P {3t (D): 192 .168. 1 . 1 |
! FTERSIU): [ 255255 0255 o0 |
!
g EEmEO) | |
S s#amims
4 s #Ele > EEAEEEE > Exss !
.@m._ i 1 wiEEEEY
| | Emsmsssesi s o s %
£E
—E
=
MECHEETETEN - CULRESNETEG P RT - T5 - T4E
EREERGEESFENIPEE -
(= () EEEE P00
[ (@ ERTFaT 1P {2E(s):
E IP SI30): [192.168. 1 . 2 |
i FEBEEZWU): [ 255 255.255: d |
| EEEEO) | |



3.3

," SEXFK

¥R
EERERERE 3.0 IR+
«
FRE vapp » vAppDB
i ate v E::jlvAppDB
VApp .
EERE
fEiiEsE vApp S vapp FAEE O
© R hd =
HiF T LR
Edge
3.2 EBHRILRREZME > il
HHEREHTIE 2 vAppDB <
foe] B T #Hl5% vDC 4 P& firik s g HEET [=i bk A EitHG P EE
@ taiwancloud-com-NET andrew.com-orgvdc 192.168.0.254/24 i35 taiwancloud-com-EDGE | 2%
(] taiwancloud-com-NET-DB andrew.com-orgvdc 192.168.1.254/24 @143 taiwancloud-com-NET-DB | 1%

EREER > FAEM > 2 > NIC

E AV (A% taiwancloud-com-NET-DB)

IP RIS F

R IP

E168H




m

EEREPRETE 3.0 IRFSHR(E T

P SEXFK

EERH

«
T =]
R B RS
e v HgEses T vApp PavERESE - N U C
\.-'App
it o g o
il DBO2 DBOT
O m i CentOS 7 (64-bit) CentOs 7 (64-bit)
(=1 e ERBEE —
cPy A cPy A
Edge 2 KB 2 KB
it [1] iotaRe VMware Tools ) ot VMware Tools
- 4096 MB 4096 MB
S arE M & et @ m 1
ErERE ’ i ) i
EEERA
S BoE 4 ghie - || eman e~ | smEm
—f
NIC
i
F%E NIC NIC =5 1] ECE BT SR 19 1P 8% P firkk
° ° VMXNETS I taiwancloud-comr I I FE5E - FEh 'I
NIC
ik
F%E NIC NIC B EUE BT R S E ECE: 1P #:8 P firkk
0 o VMXNETS I taiwancloud-corr I I§$§§ - & w I

4  Firewall
41 BRE THKEL > T+
PN
RIRAERF D

HevitE A IP(EAI7 60.199.153.50)
A 75 TCP 118 A B rUth & #8514 8080)

#169E




EEREPRETE 3.0 IRFSHR(E T

BEXFKA
BERH

DHCP MAT 4= 2] B HEE

[ pd

bapadi= izl

Bk

|\;]| (=]
EETEEETSEN (OB
5 %

1L firewall

@

2+ Web

VPN SSL VPN-Plus prarEi]

E4-ELt ] b )
PIEh (=) vse

e

HeTi
Ead!

60.199153.50

5% 1 i
S0} i

| tep:B080any ]

AT AR ES

EHI RS

any

AR LR

ey

BT B A T O e bR B [ E R EH R miEiEE
BEHtEE IEE 8080

LR B 5 = O E IR IE R T mEiEE

42 FESELRS "REEE

BB DHCP B BEEES VPN SSLUPNPs B8 BEWE  SNES Edge®E

ikl
A AR SEF R ETEEE © i L
ECH ©
+ P

E i e )
W HR

v feaveall mE (@ vse

2v onpremise R

2] L el g

5 Load Balance
5.1 BHEMEE> "Edge. > "EREMR .

#170H



IREPREEEE 3.0 s R E T

vim vCloud Director

@ oExEx

EERH

¢ FEEREL

VADp

HHE e s | wnoen  smmE

il

HERS

HEELERR]

taiwancloud-com-EDGE

2 #e v
R

52 ®hE "AHVER. > TEEHERE,

LECRUA
rERTFRE

e ERESEEE

2EAR

N\ SR AT -

AR R

RH o i DHCP NAT fids) BfEE e VPN SSL VPN-Plus iE=]

MRFFER  EE  ERESSE Bk

EEF @)

EETTEIE | EFEE

53 FhiE TERE, > "+
i A 278 (BB 4 Web)

EHUESA(IEA7S Round-Robin)

RERTIE N E +

AR - IP 8 port(IE6I7%4 192.168.0.1~192.168.0.2 - port 80)

[ ke DHCP NAT

=[]

=R

HHE B VPN SS5L VPN-Plus e

=HaEE  EREISFEE  BREEW FEREHE  EREEARE

F171H




‘ SEXFK

EERH

EEREPRETE 3.0 IRFSHR(E T

& -

HEd

s
»
)

EEESS

Biiflas

gLl

B.. #if P fir hiF . 5. #.. #HRYT. HJY..

192.168.01

192168.02

54 RhE TEHERESRL > T+
TER A ER E RS
AR
EEHY P AU (U614 60.199.153.50)
ERBEN AR E (5B 7S HTTP)
] A\ E IR (L5617 8080)
EETRRR ER (A% Web)
miE T IRE

F172H



EEREPRETE 3.0 IRFSHR(E T

5.5

RFK

EERH

BA ok A DHCP

— = ] [=f=g
2F |5 B g

:

=HEHE  EREAREE

EE it ] Bl akaak 135

HHE O SEEEEE
EE  EAEARE

BRI ER

[ =

A

S5L VPN-Plus sy

it A AR R

—fr  iEM
B EERE (AR5
B hni=

FERTZ A SRTETE

wEE -
IRIELE
=ER
SRR ]
gaRER| (CPS)

BB EmETRE (EEA Round-Robin)

#1735



‘ SEXFK

EERH

EERERERE 3.0 IR+
@ IS Windows Server Web01 x +
< C @ F== 60.199.153.50:8

= Windows Server

Internet Information Services

@ 115 Windows Server Web02 x e

€ 3 C @O F#&& | 60.199.153.50:30¢

== Windows Server

Internet Information Services

16. B

A. {Windows Server &2 EAR A% N2 )

FEREE
KIBEXHEAREZES Windows Server2012R2/2016/2019 {EZ£ 4t -

ERBEE

BEEMFOEB Windows ER R IR HAVIE R 2 AN INEE(Encrypting
File System EFS)E2 BitLocker £ETEZERIAIIRE - IS ILERREEEF
BEBERIARERAS -

A-1. TERZ4(EFS)MNE

ThEERRAR
EFS BB R A M E R AL 8 (File Encryption Key FEK)IIZ1E % - B
EAEZNN% AP RAR A 288 (Public Key) TN FEK - MBB BN ER KT F

F174H



EEREPREEE 3.0 RGBT

PSRBT BINERS

"}'L
ax &

pid

51

FFR PRI AR RIZE

EEENENERIZAREE [RF]

SEATA
& RIRE

=i}

IQ = | UserA Data
R =R sR
- 4 \ y iRy TEBE(C) » UserA Data » v ¢
r EMEE &#
4 T —mEs
msE [ a==n
RE i ER(0)
=HEEREE
o xm zEseH) v
- EEEHEV
: MAZERED ,
TESEREER)
BEEMN) ,
= m
=20
mrREs)
RED)
ExazM)
RER)

moiE (ERE] 312 [MMEAR -

UserA Data

REER] B [HEE]

-To

_ ERBIE '

T » TEEE(C) » UserAD ?___ EE TS - :
= L-Jﬁ E AR HELETE—T [BE] 4 [ER B 2RsEREEEE

EEHE—HERIREFENEREE -

El iR

=

flis

—mEH

 BEER HEAESIEE

[ EnmCETLERETN)
M AT REEENRTHEEASETES| (B TEEBRZMD

EESNEEE
[(Ezns  sess=E0
VIMEAS  BEEHE SEEHD)
[(w= ][ & |
CEsw EED
'x || &3 =EA

F175H



. SEXFK

RREH

EEREPRETE 3.0 IRFSHR(E T

ECERTEETIESR
mz

CTELCERERERIEESNR  EEEERSETENRRER?

O EEassRikEsx
© EEEERIEESER TEHRRER

B [=]iEE (EERIEHETHERR)

AR RNCHENDEH

EA*%@@%%EW@E%AEﬁ

EULEOERTERRERESRESNEER  SDIEEREE
FERNES -

+ UHEH ESEBR)N)
TEZLERNZRENIEETES

+ BEREHOL
Windows SZEETHEASEET -

& KAEBNV)
Eolae B EFRMES -

mE [(F—2F 1] #E

“‘\

BEREEELEE

ZESRYRDINER ERCOCEER RS EERERTNERRETHERT

EEREEREEEUER  £EACNES  ISAEREESNNEITSEEEENE
F - EETUEERRRENERNREER -

EER(T—F 88

T | [(EE

#5176



BEREFREEE 3.0 REHERIE T

mE (M= #iE

Emmiast
ERTLESEERETES

EERETEECHNET:

(0 DER S8 U X509 (.CER)(D)

(' Base-64 225 X 509 (CER)(S)

O EEBEEREETEE - IS #T B2 (PTR)0)
[n=dems  osEEREsnsEE20

® EAZHTE - PKCS #12 (PROP)
VmETEnE o EREETNSEERU)
[oEEsanelfEilEzE0
OEEHETEASEN

2 Microsoft EFIERZEWE (SST)(T)

[ T2y |[ BH |

WMABEERME [F—F] #E

- o -
= | =

oy
REEEZE DAERERZEIENREZR  AEETERE-

[(#=EaERE2E (BEER0)

FEA)

EER

[ =E(P):
|ooooooooo |

BEEEC:
|........ﬂ |

$177H

SEXRFKA

RREH



EEREPRETE 3.0 IRFSHR(E T

iz (BB ] BEFHBERERE [FE]

TERGES
EETOEELNEREE
EREER:

| | [#=®- ]
[ wwm M

1 [ « Adminiswator + X% = 2|

EeEE ~»  FREENX =~ @
—— ~ EZE Bl HE
% T=
W sE
H mrnE

EEFaRSETER

vI[<T m I >

= E5

BESEN): |my_ke] -
ZEEAM: [EARRTS (ph) v]

mE (M= #iE

i

BEELNEE
SEEEERLMNERER

EEZEE:
Ch\Users\Administrator\Documentsimy_key.pfic ‘ l HER. I

#5178

SEXFK

RREH



. SEXFK

RREH

EEREPRETE 3.0 IRFSHR(E T

maiE [58A]

EREEEHRE

CCERNERNEEELEE -

SEERBRETHREER 2
ERE BAERZRE (pt

#179H



‘.:mgk%t

RREH

BB EEE 3.0 RS

/

RININEE D B E R KEEBE AR (Windows 2012R2)

nie n— I

@ - b |j. » TEE oy EEEE(C) » UserA Data » v 0| | #E UserA Data

=iy

P— =z = [EHAS 2
B TH M —EmEy 2020/3/4 TS5 06.. EESEE
B =5 = 2020/3/4 FF06. EEEER
E =Enus

. g

Windows Server 2016 N A AR ZERNKARE 2IREB R

BHEEN A
—& #A Z2E LEgEE 87

— EEEn
s szEun
s L G5

IR A RS FARRIE Jr—lIW’fE—?—

Loy T8 » THEE(C) » UserA Dats » BEER v 6| | B8
zE - BHEH ]
] data 2020/3/4 T 06.. TEXH
@ ROE -ETE [-

EEFR SEE £2(0) BENV =EH

& FEEES:

o1 ETES 17 BT

F180H



SEATAEE

Yﬂ%

3.0 iR ISHRE T

A-2. BitLocker 1% (5%

THhEERR AR -
AKEIRS EFS R ERETMNE -
BEZERINTEAGFIEEANER -

=1 = .
ERTELE

BESHEA FMIEERMELRRE

N

BRAMAEE
ERER0O)
EHREEEV
R
RESESM)
FEEEBW)
EEEEK

TE(C)
TET (RREER)A)
THEESM
ZHae
eSO
=1
TR
[l Skl
SHED)
L= (=3

()

= ERR [FIRELER Windows Ih8E

el BRI

BitLocker = &2

=5 R Windows Server)

QES:ME )

+ B Ze > BERE » ExAE ENREE 2|
BRELGREER
SESETEES  SHEEERET 2R T EREE BE 2056
HaEE - - @

=4 ~

i Microsoft Visual C++ 2017 Redistributable (x64) - 14.12.2

Microsoft Corporation

ﬁMicrasoﬁ‘Iisual C++ 2017 Redistributable (x86) - 14.12.2.

EvMware Tools

Microsoft Carporation
WMware, Inc.

[ F—2F] 4

E181H

BT ERERIRETINE - 2




. SEAFKA
BERH

EEREPRETE 3.0 IRFSHR(E T

{E (NEE L=y Wi

LESERDERRAE  SEREBAME - TULARSENERARRK (F0 « REX4RTEER)
FERERNEE  ABRERMEE -

T
. =EuRas . seEETTE
FEHERER 53 R AR RN EEE

EEERCA  SESERAMTHIR

* SAEEERCEEENER
* REERERT  FlOSE P O
* SEHEAE Windows Update $IEAE5

OREAFARIEECRATHASERES  SEESE  RUSF  HEETNIEE-
=E[F—TIER

[0 FREEEEEARE©®)

<t—zm)| [Fome| | zzo [ mE |

mE [F—F 1] #E

3 + ExitEEE
Bl ERE Vindona2012.001
FemBRIa ENZERD - fULENTrURESHEAEREE L AESSNEREE (VHD) L 2RSS

E

® AeEAMERER
FENHAE - SERBENSE  RECE—RRE -

O ERSERERR
REEBSESRSE (VD) Iy ESERE  LETERRSLI THERISESE -

fEmERHEE

mE [F—F 1] #E

#5182



. SEXFK

RREH

EEREPRETE 3.0 IRFSHR(E T

3 = EiRER
%EE H ﬂ):J 1’1@1@ HE%% Windows2012-001
TE— gnEs rETEsesEnEERnEREE -
R ® paEssEsEERs
- | O gmEmEs
AfszAae ERESEEE
TNEE
sges
z% P =TT

Windows2012-00 0.100. Microsoft Windov \2 Datacenter

RE 1 DER

HEEESBETEENT Windows Server 2012+ TESEERREESTEE (FREES #3HanE
B2 - FEETHRAERAERNSNBESARERMANEARE -

[<t—=m]|[F-zm:| | =m0 || =& |

mE (M= #iE

Snperaia smpEEE
EmfERSEAE Windoms2012.001
FELR RS | ER—AEEERSEERCARELNES -
wiEn B i
EESRERER 5w - 2 iSCSI = '
[] Active Directory Federation Senvices ad Eﬁgéﬁﬁ%ﬁ%ﬁgﬁg B%
[[] Active Directory Rights Management Services ’}EEEEEE% CEEEEETR
Active Directory S5 555 HESUE - BEERREEISES
] o ey RER RS sazxesssh Lisews
[ Active Directory SR E% ) -
[] pHee EEsE =
[ pns BE#
[] Hyper-v

] Windows Server Essentials B85
] Windows Server Update Services
[l Windows SIZ &7 B
[ =EzfERE
[ Fusnfsceseess
[ s==%s

[] £ER/EE Os) -

[ce=2@] [F—=m>] [ =0 |[ =8 ]

7 [ BitLocker ttE 028 ]

183



. SEXFK

RREH

EEREPRETE 3.0 IRFSHR(E T

x ErEEE
EHE I E‘E Windows=2012-001
BT SE- NS ESEEE SR ARE LM -
ZRBE e i
EEE=EREE . ~ TBitLlocker EIEEIIZE | TIEEEM
b L] .NETFramework 3.5 }1a T EmEnrErsseEsIESA

[ b [E NET Framework 45 Tt (2 /7 E25) TEenSuEREEDY  BRE
I Wloitlocker a2 = HESEEERL - BES=ELRE
ESETNS - SEEanRETe

[] Bitlocker ERESInEE S MENEEREORELER
[ BranchCache = tE L TEEEEH - SEHEEE
T — SHEsyEETLEE PM) -

[] Direct Play

[ 1p firtit =38 qpaM) BEE

[] iSNS Server FE3

[] LPR EESERE

[ rAS S EES 25 EBE & (CMAK
[[] RPC over HTTP Proxy

SMB1O/CIFS EEREZE B85
[ sMB Bandwidth Limit

[] smTP SEEE: l

=@ [F—2m-| [ ==0 |[ =8 ]

E [Fr8IhsE] BEE (M —F]

#1142 BitLocker REBENIE FIATINAE?

THARRER TFIEEEENE « F5E% BitLocker BES
=

4 SEEEESFESETE b
4 HEEEETE
4 Bitlocker EEEIEZELEET
[TE] Bitlocker EEFERIFSE
[TE] BitLocker BE#NETE -
4 EEZETE
4 ADDS EADLIDSTH
4 ADDSTE | |
ADDS AT EEETESRSIIE

S5EETR (WER)

<

B

F184H



. SEXFK

RREH

EEREPRETE 3.0 IRFSHR(E T

3 b
ERINEE Windons212.001
TR | En-—SEEEREsERCARS M-
TiREy W&k i
fEfEsRENEE - " Bitlocker EISIIE ) TEEN
e —— b [ .NET Framework 3.5 Thas | =EErRErRESEERdSSA
2 i [H] NET Framewark 4.5 T0gz (2/ 7 =5 IEANREZEREESH  #RE

= HESSEER EER=ECEE

£ EEEANE - REEANEETS

L] Bitlocker #EFEMRAT T4 MENEEERREREE
[ BranchCache b
F] o s e SEsnEETSEE (TPM) -

[] Direct Play

[] P iS5 qpam) G5
[] iSMS Server B3

[] PR EZEEER

[] RAS S2EEE25EEEE (CMAK
[] RPC over HTTP Proxy

SME 1.0/CIFS BRREE (EER)
] SMB Bandwidth Limit

[ sMmTP EES

v

[<e=20][F2m>] | =0 |[ =& |

ATty EnpaEs
EE e 5L %\—Q £ Iﬁ Windowe2012.001
7R BRUAED SECERNEEErEETIEE SRR 25T [£8] -
TEER [0 #ERExEFGENHEES
ARREnER EFREE (B 2REEIR) TESETREEEL SR 0ESHERTN - IREFEER
- RESEADE  BRIL—SILEBTRNERSR -
EEFEE
inij-3 BitLocker HEBME
| HEEEETR
Bitlocker BEBMEZSELAAER
Bitlocker EEZEEREE
Bitlocker EERMEITIE
E2ZETE
ADDS EADLDS TE
ADDS TE
ADDS S AT ERETREGSHIE
EEHTEHE
EHEERTE
EESEREED
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ZETREME (B ] WEMFEHK
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EEE
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BEZETR
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EBNEHE

CELEELEETATENTIAIE - BRI FEEAERRALREE A28 Fos
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EhHERE

[<t—sm|[F=m>] [ #8 || =2

EHRREBBRNENERZARE [FR BitLocker]
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B. {Linux & NN22z508)

CentOS ~ Ubuntu ~ Rocky Linux £2 Oracle Linux &0l {EF dm-crypt & 0%
- MBWHERER - BIEE dump HK - BEWHZEE - T3XHEENEBE
A dm-crypt REUNMNEBERZAFNTTE -

ON) OS version | Cryptsetup version
CentOS 6.10 1.20
77 2.0.3
7.9 2.0.3
Ubuntu 18.04 2.0.2
20.04 2.2.2
Rocky Linux | 8.7 237
91 2.6.0
Oracle Linux | 8.7 237
91 2.6.0

PUREL CentOS %261 - Ubuntu - Rocky Linux B2 Oracle Linux &% E518
& -

ATETESE

12 CentOS hRA
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Kernel 3.18.8-1862.9.1.e17.x86_64 on an =x86_64

centos?5-881 login: root

Password :

Last login: Wed Feb 5 17:11:88 on ttyl
[rootPcentos?5-B81 " 1# cat etc =realease
cat: setcs/=realease: Mo such file or directory
[rootPcentos?5-BB1 “1# cat retc.=release
CentOS Linux release 7.7 .1988 (Core)
NAME=""CentDS Linux"

LUERSIDN="7 (Corel)"

ID="centos"

ID LIKE="rhel fedora"

LUERSION_ID=""7?"

PRETTY MAME=""Cent0S Linux ? (Core)"
ANSI_COLOR="8:31"
CPE_NAME=""cpe : 70 :centos :centos :?"
HOME_URL="https : /- was.centos .org"
BUG_REPORT_URL="https://bugs.centos.org/"

RO L% cryptsetup EX

[rootlcentos?5-BH1 ™ 1# cryptsetup --version
cryptsetup £.8.3

ERBEHMEA yum install cryptsetup &3

[rootBcentos??-template-881 14 yum install cryptsetup
Loaded plugins: fastestmirror

Determining fastest mirrors

= baze: ftp.tc.edu.tuw

= extras! fip.tc.edu.tw

= updates: fip.isu.edu.tuw

B8:808:88

¢ extrass?-x86_b4-primary_db
: updates-?/xB6_6d-primary_db
[Resoluing Dependencies
~-» Bumnning transaction check
~--> Package cryptszetup.xB86_64 B:Z.8.3-5.el7 will be installed
~-» Finizshed Dependency Resolution

Dependencies Resolued

Package

Is this ok [y-sd-N1: y

=1 .
REDER

L Centos 7.7 &M cryptsetup #f/dev/sdbl FEFTNIZ -
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EYIH/dev/sdb IR D E

[rootPcentos??-template-881 "~ 1# fdisk ~dewsdb
elcome to fdisk (util-linux 2.23.2).

hanges will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table
Building a new DOS disklabel with disk identifier BxfadlBchbb.

ommand (m for help): n
Partition type:
p primary (B primary, B extended, 4 free)
e extended
Select (default p): p
Partition number (1-4, default 1): 1
irst sector (2848-4194383, default ZB848):
zing default value 2848
ast sector, +sectors or +size{Kk,M,G} (2848-4194383, default 4194383):
sing default value 4194383
Partition 1 of type Linux and of size 2 GiB is set

ommand (m for help): w
he partition table has been altered!?

alling ioctl() to re-read partition table.
Byncing disks.
[root@centos??-template-A81 1 _

R MESMEZIIFRIMEER 7 El/dev/sdbl BIA"KE"YES BEH -

TR - GEER FEAR)
cryptsetup --verify-passphrase --cipher aes-cbc-essiv:sha256 --key-size256
luksFormat /dev/sdb1l

[rootlcentos??-template-B81 ~I# cryptsetup --verify-passphrase --cipher aes-cbc-essiv:ishaZbb --key-s
ize 256 luksFormat ~devssdbl

his u111 overwrite data on ~sdevssdbl irrevocably.

fire you sure? (Type uppercase yesl: YE3
Enter passphrase for sdewssdbl:

erify passphrase:
[rootBcentos?7-template-BA1 ™1

BENZEIERFER cryptsetup luksOpen /dev/sdbl MG ETE - A
ZAEEN O] # N2 R AR R 5 2 /dev/mapper/ R 51 2 15

[root@centos??-template-HH1 ~1# cryptsetup luksOpen ~sdev-zdbl encrypted_data
Enter passphrase for -/devssdbl:

REAURBRINEEE  FIREEFERANBER
/dev/mapper/encrypted_data (thh 2 B 5] BIRET Z 1)
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[rootBcentos??-template-B81 ~1# mkfs.extd sdevsmapper-encrypted_data
ezfs 1.42.9 (28-Dec-2813)
Filesystem label=
0S type: Linux
Block size=4896 (log=2)
Fragment =ize=4896 (log=2)
[Stride=A blocks, Stripe width=B8 blocks
131872 inodes, 523528 blocks
26176 blocks (5.884) reserved for the super user
First data block=8
ximum filesystem blocks=536878912
16 block groups
32768 blocks per group, 32768 fragments per group
6192 inodes per group
[Superblock backups stored on blocks:
32768, 98384, 163848, 229376, 294912

fillocating group tables: done
iting inode tables: done
reating journal (8192 blocks): done
iting superblocks and filesystem accounting information: done

B 2 B SRR IR ERI B i% LRSS AR E - AL B $FARRVE R 400

o

B

[root@centos??-template-B81 “1# mkdir ~sencrypted_data

[root@centos??-template-B81 ™1 mount ~devsmapper-encrypted_data sencrypted_data~

KR IR EFERRENRE BN AMEA cryptsetup FRNLIEHZ GRS
o] S NN E BRI HRRETT RIS -

C. Windows2008R2 iBti A2 =B E =25
(12R2 ] : SUTLUTEIERS - SBRARAEE VM E Y RERERE - WEEh

- BREREE - BRWTAETHED - ZEFMETR - BRBEBEAIE

HNZEM RINEEERRE - E5

pf.a

Windows 2008R2 FRzeE A (E R EIE R IEE - BEAE SRR - alE
NtimmiE B -
— +  ZHE ycredist x86 FEYEIEEE]INEE

VMware E75 KB Z4 - Ei2B&] R
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https://kb.vmware.com/s/article/66765?lang=en_us

vmware' Knowledge Base Training Community Store My VMware  Tips on searching for a KB

Guest OS Customization fails on Windows
Server 2008, Windows Server 2008 R2 and
Windows Vista which installed VMTools
10.3.0 or above version (66765)

Symptoms

« The Windows VM's network adapter is disconnected after Guest OS Customization
» Guest OS Customization does NOT take effect

* Inthe $WINDIRS\temp\toolsDeployPkg.log file, yousee that " [ info] Command Completed with exit code -1072365566"
Cause
This issue occurs when guest OS customization command fails to find Microsoft Visual C++ 2008 Redistributable runtime.
Resolution
Currently, there is no resolution.
Workaround

To workaround this issue, install Microsoft Visual C++ 2008 Redistributable on Windows:

1. Go to hitps:/Avww.microsoft.com/en-us/download/details.aspx?id=26368 and download:

Microsoft Visual C++ 2008 Service Pack 1 Redistributable Package MFC Security Update

2. Select veredist_x386.exe to download and install it on Windows

o5 BLUTEAE > N EkZAdE veredist_x86.exe
https://www.microsoft.com/en-us/download/details.aspx 71d=26368

Z195H
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& microsoft.com/zh-TW/download/details.aspx?id=26368

Microsoft Visual C++ 2008 Service Pack 1 MFC Ol 8 8B EHMT T HER

EE/ERTENSES  sNENSZEEEATREAREES -

RECLEAEEEENZE/BE  EBH Visual Studio 2008 BB MFC FEER
= PUR B ERY Microsoft Visual C++ 2008 Service Pack 1 TIEa B ERBEBNE

LSRR R EE I DIRERL G A5 I LIE R RS BT R E B 25

T FHEEDE
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1. RREREEA BIOS - FEHEER ISO %

¥ ZE 2008r2 vapp #wiE VM BY—Rza2 ERGE edit

vm VMware Cloud Director Data Centers Applications Libraries Administration Monitor

iaas3sit.taiwancloud.com.tw sitpatrick.com sitpatrick-com-VDC2

All vApps > 2008r2-v2 > Windows2008r2-CHT

iii Compute v — A
@ Windows2008r2-CHT  actions~
VApPPS
t General
Virtual Machines EDIT
ff
RN REE Hardware Name Windows2008r2-CHT
. Removable Media
© Networking v
n Hard Disks Status Powered off
Networks Compute
Computer Name Windows2008-001
Advanced
Edges
NICs Description TWM-Template
Security cnfl Wind e ) 5 e
Guest OS Customization Operating System Microsoft Windows Server 2008 R2 (64-bit)
Storage v
= = . Boot Delay 0
Guest Properties
Named Disks
Storage Policy standard-policy-C02
Storage Policies Metadata
Virtual Data Center sitpatrick-com-VDC2
& Settings v Monitor
Tasks Owner systen
General
Events . VMware Tools 10346
Metadata
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FtEA BIOS FHRATT

Edit VM Windows2008r2-CHT X
Name * Windows2008r2-CHT

Computer Name * Windows2008-001

Description

TWM-Template

Y

Operating System Family Microsoft Windows v
Operating System Microsoft Windows Server 2008 R2 (64-bit) v
Boot Delay * 0

Storage Policy standard-policy-C02 v

Enter BIOS Setup o

#5198



‘ SEXFK

EERH

EEREPRETE 3.0 IRFSHR(E T

2h3E Action #1Z Insert Media

Power On

Power On and Force Recustomization

Copy to
Move to

Delete

Change Owner

Download VMRC

Create Snapshot

Insert Media

Eject Media

ZE199H
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A Ubuntu 18 Bty

Insert CD X

Select the media file to insert in the VM.

Media available now:

Name \ Catalog ) f Owner Y Created On Storage Used
ubuntu-18.04.5-desktop-amd64.iso myiso system 12/16/2020, 10:17:59 AM 2091.91 MB
win2016r2chtsp2 myiso twmadmin 12/15/2020, 7:56:08 PM 3068.57 MB
win2016¢chtsp2-.1ISO ISO system 12/15/2020, 7:39:26 PM 3068.57 MB
ubuntu-20.04.1-desktop-amd64.iso myiso twmadmin 12/15/2020, 8:18:43 PM 2656.00 MB

1-4 of 4 media

Selected media: ubuntu-18.04.5-desktop-amd64.iso

CANCEL INSERT

#5200E
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243 Action 18 VM Bt

Power On

Power On and Force Recustomization

Copy to
Move to

Delete

Change Owner

Download VMRC

Create Snapshot

Insert Media

Eject Media
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2h3 Action FEX VM Console

Power Off
Shut Down Guest OS
Reset

Suspend

Copy to

Move to

Change Owner

Launch Web Console
Launch VM Remote Console
Download VMRC

Create Snapshot

Insert Media

Eject Media
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FI% R E1ZE A BIOS #3% Boot Jt#&#%E) 2 CD-ROM Drive %+ #lERF

AR R BT

CD-ROM Drive

/+

Enter

12 F10 12 BHR
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@ 2008r2-v2 - Windows2008r2-CHT - Google Chrome = O X

@ iaas3sit.taiwancloud.com.tw/tenant/sitpatrick.com/wmks-console/index.html?vmld=vm-665af021-fb... &

2008r2-v2 - Windows2008r2-CHT FULL SCREEN e

CTRL+ALT+DEL OPTIONS

CD-ROM Drive

Setup Confirmation

Save configuration changes and exit now?

es! [Nol

Enter
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2. EREER ISO E# - 587 Windows F#ERH CMD

HARZAZTEFE ubuntu EE,FEFFEXRELIRERE Try Ubuntu

2008r2-v2 - Windows2008r2-CHT FULL SCREEN

[ CTRL+ALT+DEL ] [ OPTIONS ]

Wed 10:40

Install

Welcome

Espanol
Esperanto
Euskara
Frangais
Gaeilge
Galego

Hrvatski —

islenska

Italiano Try Ubuntu Install Ubuntu
Kurdi N

Latviski
Lietuvickai Youcantry Ubuntu without making any changes to your computer, directly from
this CD.

Magyar

Nederlands Or if you're ready, you can install Ubuntu alongside (or instead of) your current

No localization (UTF-8) operating system. This shouldn't take too long.

Norsk bokmal

Connected
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AT EFHA ubuntu REFEL FAEBER

i

Activities Wed 10:47

Q Typeto search...

-

Archi...

Frequent

5206 H
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#1E DISK...

Activities

Q Typetosearch...

4

Archi...

Frequent

5207H
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EEA/NA 100G AIHEER

® Disk Usage Analyzer ~ Wed 10:49

Activities

Scan Folder... Devices & Locations

I ' Home folder

Poa ubuntu 2.

. 107GB Volume 85.4

» _——

RRRE

Z208H
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#1ZF Windows

® Disk Usage Analyzer v

3002AEC102AE8B82
SRecycle.Bin
PerfLogs
Program Files
Program Files (x86)
ProgramData
Users

Windows

Size

0 bytes
0 bytes
0 bytes
0 bytes
0 bytes
0 bytes
0 bytes
0 bytes

Wed 10:50

Contents
Oitems
Oitems
Oitems
Oitems
Oitems
Oitems
Oitems

Oitems

5209H

107 GB Volume

Modified
6 months
6 months

11 years
6 months
6 months
6 months
6 months

6 months

B R
@o="

RFK
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F M2 system32
Activities @ Disk Usage Analyzer ~ Wed 10:51
JT& 107 GB Volume
Folder Size  Contents Modified
é* » Logs Obytes Oitems 6months
» Media Obytes Oitems 11years
» Microsoft.NET Obytes 0Oitems 6months
. > PLA Obytes 0Oitems 6 months
» PolicyDefinitions Obytes Oitems 6months
E » Registration Obytes Oitems 6months
= > RemotePackages Obytes Oitems 11years
» rescache Obytes 0Oitems 6months
> Resources Obytes Oitems 11years (
» schemas Obytes Oitems 6months
» security Obytes 0Oitems 6 months,
» ServiceProfiles Obytes 0Oitems 6months
'—A > servicing Obytes Oitems 6months
B Setup Obytes Oitems 6 months
;‘7‘~ > Speech Obytes Oitems 10years
. » SysMsiCache Obytes Oitems 11years
.o e » System32 Obytes Oitems 6 months
L
L N J ’

SyswOw64 Obytes Oitems 6 months

5210H
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12 AiRERE Open Folder

Activities % Disk Usage Analyzer ~ Wed 10:52

107 GB Volume

Folder Size  Contents Modified
4 Logs Obytes Oitems 6 months
» Media Obytes Oitems 11years
» Microsoft.NET Obytes Oitems 6months
» PLA Obytes Oitems 6 months
» PolicyDefinitions Obytes 0Oitems 6months
» Registration Obytes 0Oitems 6 months
> RemotePackages Obytes Oitems 11years
» rescache Obytes Oitems 6months
» Resources Obytes Oitems 11years
» schemas Obytes Oitems 6months (
> security Obytes 0Oitems 6 months
» ServiceProfiles Obytes 0Oitems 6 months
» servicing Obytes Oitems 6 months
» Setup Obytes Oitems 6months
4 Open Folder Oitems 10years
> Copy Path to Clipboard Oitems 11years
> - Systt Move to Trash Oitems
» SyswOwe64 Obytes Oitems 6 months
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rEAEESER WA osk

Activities & Files ~ Wed 10:53

Search for “"osk”

Recent Q osk|

Home Name Size Location

Desktop Q osk.exe 692.7 kB

Documents
Downloads {' doskey.exe

Music v ntoskrnl.exe

Pictures
v osk.exe.mui
Videos

Trash w"’ doskey.exe.mui 2.0 kE Zh-TW

Other Locations

“osk.exe” selected (692.7 kB)
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DWW p O

v
dd
0]
'm

o+

BEREFREE

0

3.0 RS HRAE

#Z osk.exe %A H#EE Rename

o

& Files

Search For “osk”

Recent
Home
fogadis ‘Q osk.exe
Documents

Downloads

Music

Pictures

Videos

Trash

Other Locations

Wed 10:53

& Open Wwith Archive Manager
Open Item Location

Open With Other Application
Cut

Copy

Move to...

Copy to...

Move to Trash

Rename...

Extract Here

Send to..

Properties

SEXFK

EERH

Size

692.7kB

Location

“osk.exe” selected (692.7 kB)

52135
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Wed 10:54

Search for "osk”

Home
Desktop
Documents
Downloads
Music
Pictures
Videos

Trash

Other Locations

';’ osk.exe

File name

osk-baklexe

Q@ osk.exe.mui

‘{’ doskey.exe.mui

F214H

Rename

“osk.exe”

RFK

EERH

Size Location

692.7kB

selected (692.7 kB)
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BiE=cnd

Activities & Files Wed 10:54

Search fFor “cmd”

Recent Q cmd|

Home Name Size Location

Desktop Q cmd.exe 345.1kB
Documents

Downloads ‘{’ cmdkey.exe

Music v cmdl32.exe

Pictures
. “" cmdial32.dll
Videos

B & ¢« DN B O

) Trash v scwemd.exe 145.9 kE
+ Other Locations v VaultCmd.exe r 1 Le
V winrscmd.dll
winrm.cmd

onlinesetup.cmd 43

v ServerManagerCmd.exe 94.2 kE B, ainding ®

5215H
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& cmd.exe EZAREBZE RS osk.exe

Activities & Files ~ Wed 10:56

Search for “cmd”

Recent

Home Location

Desktop )
4‘ cmd.exe - e
& OpenWith Archive Manager

OB 0

Documents
“" cmdkey.eX Open Item Location
Downloads Open With Other ﬁppl'catlon

Music @ cmd32.ex R
Copy
v cmdial32. EENIEIERT
Copy to...

Trash V SVRULES  Move to Trash

Pictures

@D & ¢

Videos

)

Rename...

-

Other Locations » Vaultcmd - )
a Extract Here

X Send to...
Q@ winrscmd.
Properties

winrm.cmd
onlinesetup.cmd

v’ ServerManagerCmd.exe 1.2
9 “cmd.exe” selected (345.1kB)
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P SEXFK

EERH

3.0 RS HRAE

Wed 10:57

Search for “cmd”

Recent
Home
Desktop
Documents
Downloads
Music
Pictures
Videos

Trash

Other Locations

Q emd Q -~

Name Size Location

4‘ cmd.exe 345.1kB

File name

osklexe Rename

"’ cmdial32.dll
V scwemd.exe 145.9 kE

v VaultCmd.exe

v winrscmd.dll
winrm.cmd
onlinesetup.cmd

ServerManagerCmd.exe o
v 9 “cmd.exe” selected (345.1 kB)
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W EEBEENRRIEA LRERER

Activities & Files ~ Wed 10:57

Search for “cmd”

Recent

Home .
Wired Connecting

Desktop 4‘ osk.exe Live session user

Documents

Downloads Vv cmdkey.exe

Music v cmdl32.exe

=
: Pictures

i cmdial32.dll
Videos v
n] Trash v scwcmd.exe
Other Locations }
é 14 VaultCmd.exe
P‘A v winrscmd.dll

winrm.cmd

onlinesetup.cmd

® ServerManagerCmd.exe .21
v 9 “osk.exe” selected (345.1 kB)
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212 restart G

Connection failed

Activation ol network

ey ity
- rmdkey p

(l) Power OFFf

The system will power off automatically in 60 seconds.

e = S

Cancel Restart Power Off

oy ;w—
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EREEZRLINER - % ENTER
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3. Windows EEZIEIEZE

EREERAITEAIR Windows 4t

a1 CTRL + ALT + DELETE &ZE A

X

‘L Windows Server2008
Datacenter
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netuser EFHAERE =G

LB

Microsoft Windows [fFA 6.1.76011
Copyright (c)> 2009 Microsoft Corporation. All rights reserved.

C:\Windo system32>net user administrator ChangeMypasswordi234

C:\Windows\system32>
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shutdown -t 0 -r

LB

Microsoft Windowus [E{Ff 6.1.76011
Copyright <(c)> 2009 Microsoft Corporation. All rights reserved.

em32>net user administrator ChangeMypassword1234

C:\Windows\system32>shutdown -t @ —r_
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5 Portal #& VM Bt BREE A AT EE A ubuntu

#1Z Try Ubuntu
7 Windows2008r2-CHT-xgEA.vmx - VMware Remote Console . O X
VMRC v v B «

Wed 11:37

Install

Espanol
Esperanto
Euskara
Frangais
Gaeilge
Galego

Hrvatski —

islenska

Italiano Try Ubuntu Install Ubuntu
Kurdi ] ’
Latviski
Lietuviskai
Magyar

Nederlands Or if you're ready, you caninstall Ubuntu alongside (or instead of) your current
operating system. This shouldn't take too long.

You can try Ubuntu without making any changes to your computer, directly from
this CD.

No localization (UTF-8)
Norsk bokmal
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KTBL B 2 BRAEA Windows\system32 B#E# osk.exe #E B cmd.exe

161 osk-bak.exe ZEE[0] osk.exe
7 Windows2008r2-CHT-xgEA.vmx - VMware Remote Console — O X
VMRC ~ | > & I «

Activities & Files ¥ wed 11:41

Search For “osk”

Recent /O\ osk

Home Name Size Location

OB O

Destan Q osk.exe 345.1kB
Documents
<+ Downloads Y e name
dd Music 4 cmd.exe ‘ Rename
A1 Pictures
: Qp ntoskrnl.exe
@ Videos
iy Trash v osk.exe.mui 5.1 kB zh-TW
+  Other Locations doske ; - P
‘0 y.exe.mui 2.0kB zh-Tw

“osk.exe” selected (345.1kB)
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7" Windows2008r2-CHT-xgEA.vmx - VMware Remote Console = O X

YMRC v | v b T «

Activities & Files ~ Wed 11:41

Search for “osk”

Recent 'Q_ osk

Home Name Size Location

Desktop v cmd.exe

Documents
Dowmlosds Q osk-bak.exe 692.7 kB

Music

DN P O

File name

Pictures ( -
osklexe Rename c 6 MB

Videos

Bl @ B & ¢

Trash V osk.exe.mui 5.1kB zh-TW

1t

Other Locations QP doskey.exe.mui 20kB  zhTw

“osk-bak.exe” selected (692.7 kB)
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& VM 8t
7 Windows2008r2-CHT-xgEA.vmx - VMware Remote Console — O X
YMRC ¥ > o M &

0 Power OfF
The system will power off automatically in 60 seconds.

Restart Power Off
AR s
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# A portal - #5# action Eject Media & iso B

& Cc O @ iaas3sit.taiwancloud.com.tw/tenant/sitpatrick.com/vdcs/f16722d2-39d5-4077-b977-de7de7210d27 /vapp/vapp-f7d60ec5-0d28-4fcc-ad21-ccl

vm VMware Cloud Director Data Centers Applications Libraries Administration

iaas3sit.taiwancloud.com.tw

sitpatrick.com

sitpatrick-com-VDC2

All vApps > 2008r2-v2 > Windows2008r2-CHT

e

iii Compute v

Named Disks

Guest Properties

Boot Delay

@ Windows2008r2-CHT | actionsv | Power Off
VAPPS Shut Down Guest OS
) I Reset
Virtual Machines Genera
Suspend
Affinity Rules Hardware EDIT
- i Removable Media Name
etworking . Copy to
Hard Disks Py
Networks Compute Status Move to
Advanced
Edges SRR Computer Name
NICs Change Owner
Security Description
Guest OS Customization Launch Web Console
Storage Operating System

Launch VM Remote Console

Download VMRC

Storage Policies Metadata Storage Policy Create Snapshot
Settings Monitor Virtual Data Center

Tasks
General Owner

Events Insert Media
Metadata

5231H
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BREEZE VM REEA BIOS - ERFAKIRR

Edit VM Windows2008r2-CHT X
Name * Windows2008r2-CHT

Computer Name * Windows2008-001

Description

TWM-Template

Operating System Family Microsoft Windows "
Operating System Microsoft Windows Server 2008 R2 (64-bit) v
Boot Delay * 0

Storage Policy standard-policy-C02 v
Enter BIOS Setup c

232



SEXFK

RREH

EEREPRETE 3.0 IRFSHR(E T

Fi% 12 %4E Boot 2" - "5k MR & CD-ROM (B2 =|RF

7 Windows2008r2-CHT-xgEA.vmx - VMware Remote Console - O X
WRC v | 1| ~ & »”

CD-ROM Drive
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% F10 FAELEER

7 Windows2008r2-CHT-xgEA.vmx - VMware Remote Console . 0O X

WRC~ | [l ~ o K «

CD-ROM Drive

Setup Confirmation

Save configuration changes and exit now?

Kesl [Nol
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&AM VM RELHE BIOS EIAFRRFRIR

Edit VM Windows2008r2-CHT X
Name * Windows2008r2-CHT

Computer Name * Windows2008-001

Description

TWM-Template

Operating System Family Microsoft Windows v
Operating System Microsoft Windows Server 2008 R2 (64-bit) v
Boot Delay * o}

Storage Policy standard-policy-C02 v
Enter BIOS Setup »

’ DISCARD ’ SAVE

AL EERTAIVEEIEE -
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